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MANDATORY INSTRUCTIONS ON ISSUANCE OF CERTIFICATES FOR HANDLING WITH NATO/EU CLASSIFIED INFORMATION AND VETTING PROCEDURE OF THE PERSONS

THE STATE COMMISSION ON INFORMATION SECURITY (SCIS), as a national authority implementing the policy of Republic of Bulgaria on the protection of classified information, organizing, implementing, coordinating and controlling the activities on protection of this type of information, and on the grounds art.10,ph.1,p.4 of CIPA and following Decision No 56/24.08.2005 of SCIS issues MANDATORY INSTRUCTIONS on the respective issues:

THE VETTING PROCEDURE of person aims, granting a security clearance for access to NATO/EU classified information, to prove beyond all questions the reliability and loyalty of the person towards Republic of Bulgaria and The Alliance/EU.

I. GENERAL REQUIREMENTS – In accordance with the minimum security  standards of NATO/C-M(2002)49 and the Directive on Personnel Security /АС/35-D/2000/ and on the grounds of art. 116 of Classified Information Protection Act, and Decision of the Council of European Union 2001/264/ЕО from 03/19/2001 for establishing Security regulations, Security regulations of the Council of EU (Annex to the Decision), Decision of the Council of EU 2001/844/EO from 29.02.2001 for supplementing the internal regulation, the EU regulations on certificates allowing access to classified information, and on the grounds of art. 113 of CIPA the initial requirements for the person in order the vetting procedure to be initiated for NATO classified information certificate are as follows:  
1. The person has to be a Bulgarian citizen

2. Is of legal age /age of/over 18 years/;
3. Has completed secondary education;
4. Has not been convicted of general nature felony, subsequent rehabilitation not withstanding;
5. Is not subject of any pre-trial or trial proceedings for premeditated felony;
6. Is reliable for the purposes of security;
7. Is not suffering any mental disorder;
8. Is considered reliable for the purpose of protecting a secret;
9. Is to be vetted for the relevant classification level. 
10. To be included in the list issued by the head of the organizational unit for persons having need of certificate for handling with NATO/EU information.

II. THE PURPOSE of the vetting procedure is to find out:

1. Whether the person has performed or performs activity directed against the interests of Republic of Bulgaria;
2. Whether the person has performed or performs activity directed against interests which the Republic of Bulgaria has undertaken to safeguard in pursuance of international treaties;
3. Whether the person has been or is a participant or is an accomplice in espionage, terrorist, sabotage or subversive activity;
4. Whether the person has performed or performs any other activity directed against:
a) The national security;
b) The territorial integrity;
c) The sovereignty of the country, or
d) Activity aimed at forced changing of the constitutional order.
5. Whether exist any facts or circumstances which might render such person vulnerable to blackmail;
6. Is there any discrepancy between such person's living standard and his/her income;
7. Whether such person suffers a mental disorder or any other psychic disorder which might impair such person's capability to operate with classified information;
8. Is the person addicted to alcohol or psychotropic substances;
9. Whether the information given by the vetted person for the vetting purposes is correct and complete.
10. Whether the person holds a dual-nationality, one of which may be non-NATO/EU, provided that the NSA undertaking the security screening is content that there is no actual or potential conflict of loyalty. 
III. INITIATING OF VETTING PROCEDURE - for the above-mentioned purpose to be achieved is necessary:
1. The vetted person has to fill in the Questionnaire - Annex 2 under art. 47 and 48 of CIPA – with the requested vetting level granting access to NATO/EU classified information:

a) For “NATO CONFIDENTIAL/EU CONFIDENTIAL” level of security – secret (In Bulgarian written style – “секретно”)

b) For “NATO SECRET/EU SECRET” level of security - secret (In Bulgarian written style – “секретно”)

c) For “COSMIC TOP SECRET/EU TOP SECRET” – top secret (In Bulgarian written style –  “строго секретно”)
2. To enclose the documents required under art.147, para.1.1. of the RICIPA, namely:
a) diploma of completed higher education;
b) criminal record certificate; 

c) medical certificate;

d) certificate of the National Investigative Service of absence of opened pre-trial proceedings for deliberate crimes of general nature; 
e) Declaration under art. 12, para.2 of the Tax Procedure Code certified by a Notary Public or Certificate of consent by the tax-paying person to the attention of the relevant tax authority;
f) written consent of the person for starting the vetting procedure;
g) written consent for provision by the banks of data related to assets and bank accounts and bank deposits transactions of the vetted person.
IV. ACTIVITIES OF THE VETTING AUTHORITY – in accordance with the respective type of vetting /general or special/, the vetting authority execute the following activities: 
1. Check up the person in concern with identification /nationality/-check up of date and place of birth for confirmation of identification and
verification of citizenship - present and former. An assessment of
potential risks for foreign services and organizations' influence to such person is also carried out.
2. Such person's check up in the national and regional databases-judicial database, investigative services' databases, as well as the databases of the Security Services, the criminal and police databases:
a) Whether the person has executed or has attempted to execute, to incite or to have assisted another person in espionage, terrorist, sabotage, fraud or another anti-state activity;
b) Whether such person has been adherent to spies, terrorists, saboteurs or to persons reasonably suspected in such activities.
c) Whether such person has been adherent to representatives of other states' organizations, including other states' intelligence services which may be construed as a threat to the Bulgarian and NATO/EU security or to the security of NATO/EU member state, unless such connections have been authorized in the course of fulfillment of official obligations;
d) Whether such person has been a member or is an actual member of an organization which by violent, criminal or other illegal means aim at overthrowing the Government in Bulgaria or in NATO/EU member states or at change of the state governance; 
e) Whether such person is or has lately been adherent to the above-mentioned organizations or is in close relations with such organizations' members;
f) Whether such person has been convicted for criminal offence or for crimes initiating recurrence of criminal tendencies.

3. Check up for any discrepancy between such person's living standard and his income - whether such person suffers financial difficulties or whether he/she lives unjustifiably luxurious. Under the written request of the State Commission on Information Security' Chairperson or of the Heads of the Security Services and Public order services, the banks are required to provide data on the assets and bank accounts and bank deposits transactions of the vetted persons /the consent of the vetted person for disclosure of such data is to be enclosed/.

4. Whether has ever been indicated or is present any addiction to alcohol and/or usage of illegal opiates.
5. Whether such person has been engaged in an activity, including any form
of unnatural/violent/sexual behavior, which might increase the risk of
threat or the risk of blackmail.
6. Whether by words or activities he/she has demonstrated dishonesty,
disloyalty, untrustworthiness or lack of discrete with regard to Bulgaria or       NATO/EU interests.
7. Has he/she seriously or multiply violated the security regulations.
8. Whether the person has attempted to perform unauthorized activity in
relation to the communication systems.
9. Whether such person suffers or has ever suffered an illness or a mental or
     emotional disorder which might negatively impair, to a great extent, such   person's assessment or his/her reliability or might make him./her a potential threat to the security - this is to be certified by a competent doctor's opinion.
10. Whether the person could be a subject to pressure via relatives or
close adherents, the latter being vulnerable to foreign intelligence services,
terrorist groups or other criminal organizations or persons whose interests
might be a threat to the security of Bulgaria or NATO/EU or member-states of NATO/EU.
11. Check up of the vetted person's education-information gathering in
relation to the secondary school, institutions of higher education and other
education institutions, as well as schools and courses attended abroad.
12.  Check up of the person's   work   duration   ,   his/her   exact   positions, professional qualities and skills, as well as:
           a) Whether the person has been a staffer non-staff employee or a
       collaborator to the former “State security”;

 b) Concrete course of activity of the person; 
 c) Concrete position held.
13. Check-up of person's military service performance /if any/, as well as his behaviour   at that time.
14. Whether the person has deliberately denied providing, has wrongly provided or has   falsified   important   information   relevant   to  the  security  or  has
intentionally misrepresented information when filling the Questionnaire or
during the interview.
15. Conduct of an interview with the vetted person with a view of
clarifying all   inconsistencies, established   between the circumstances
declared by him and the executed check-ups, as well as clarifying all facts
placing doubts for to his/her loyalty and trustworthiness.
16. Enclosure to the vetting file of a concise biographical data of the
   vetted person with information related to the date and place of birth and
   company at which he/she is working.
17.   The vetting of the person terminates with issuance or denial of issuance of    a Personnel security clearance for access to national classified information.
18.  Upon completing of the vetting and with a view of the results, the vetting authority prepares a written motivated statement addressed to SCIS, specifically describing all established circumstances related to the person, and makes an appraisal for his/her loyalty or availability of data placing doubts to his/her loyalty to the state priorities, including those in the context of NATO/EU -membership - with a view of issuing/not issuing by SCIS of a certificate for handling with NATO/EU information.
V. THE VETTING PROCEDURE and issuance of certificates to persons for access to NATO/EU information is:
1.   Written enlisting of persons, for whom issuance of certificate for handling with NATO/EU classified information, as well as the relevant position they are occupying.
2.
 A written request by the organizational unit addressed to SCIS for vetting commencement of the relevant person accompanied by the necessary documents as described above.
3.   A written assignment of the vetting by SCIS to the relevant  service accompanied by the received documents of the person concerned.
4.   Person's vetting by the relevant Security Service or Public order Service -   under the manner and purposes, as specifically detailed.

5. 
 Sending by the investigating authority to SCIS of Personnel security clearance for access to national classified information or, respectively, denial for issuing of Personnel security clearance, together with the vetting.

6.    Upon request of SCIS the investigating authority is to provide for verification also the personnel record of the vetted person.
7.    SCIS checks up the whole vetting file of the person - with a view to verify whether the  legal  procedure  has  been  kept  up  and  whether  all  necessary documents are present.
8.   In case that the procedure has not been kept up and there is a lack of necessary evidence, SCIS returns the vetting file to the   investigating authority giving written instructions on the actions that are to be performed, providing for 10 days period for fulfillment of the actions. The period is preclusive.
9.    If in the 10 days period under para. 8 the investigating authority fails to fulfill SCIS' instructions, the whole vetting file is to be terminated and the person's vetting must start again.
10.  After the completion of instructions in the 10 days period the investigating authority sends the vetting file to SCIS.
11.   If, notwithstanding the completion of instructions in the term under para. 8, SCIS finds missing or incomplete data about certain conditions with regard of the reliability and loyalty of the vetted person, then SCIS should compensate for the missing or incomplete data through other vetting methods, in accordance with the rules and regulations in the area of national security. 
12.   Decision taking by SCIS, as a collective authority, regarding issuing or denial of issuing of a certificate to the person concerned.
13.   Signing of the certificate by the SCIS Chairperson.
14.  The Certificate for access to NATO/EU information is issued for the period of 10    years for level “NATO CONFIDENTIAL/EU CONFIDENTIAL” and “NATO SECRET/EU SECRET”, and up to 5 years for level “COSMIC TOP SECRET/EU TOP SECRET”. 
15.   After the issuance of certificate for access to NATO/EU classified information, a current control over the vetted person by the investigating authority will be performed. In case of unauthorized access by the person concerned or in case of unreliability and disloyalty, the certificate will be suspended.
16.   The certificate will be suspended also in case position give up for which it has been issued.
      VI. THE VETTING PROCEDURE of Bulgarian citizens for issuance a certificate for handling with NATO/EU information comprises of the following:
          1. The person is vetted for up to “SECRET” or "TOP SECRET" level, depending on the level of NATO/EU information with which he/she will operate.

a) for level “NATO CONFIDENTIAL/EU CONFIDENTIAL”– “secret”
b) for level “NATO SECRET/EU SECRET” – “secret”
c) for level “COSMIC TOP SECRET/EU TOP SECRET”. – “ top secret”
2.   The primary obligatory condition for issuance of certificate to the person is that the person has to be issued Personnel security clearance for access to national classified   information.
2.1 
The Personnel security clearance for access to Bulgarian classified information is being issued by   the investigating authority, i.e. the relevant Security service or Public order Service.
2.2  The denial for issuance of Personnel security clearance for access to national  classified information stipulated by the vetting authority, may be subject to appeal before SCIS. In conducting the procedure SCIS also conducts investigation of all vetting file evidence and also gathers new evidence and as a result of it adjudicates by ruling confirming the denial or issuing Personnel security clearance for access.
3.    Prior to issuing a certificate SCIS may apply additional methods for vetting, in accordance with the rules and regulations in the area of national security. 
4. The certificate for handling with NATO/EU information is
being issued by SCIS in its capacity of National Security Authority.
5. All cleared persons should be familiar with the rules and procedures on NATO/EU security and their obligations in the area of security. This is certified in the form of declarations, written by the persons, who have gained access to classified information of NATO/EU.  
      VII.   THE ORDER under article V is not applied when the person has been issued a certificate for access to NATO/EU classified information. In such a case, on the basis of a request, sent to SCIS, the vetting authority comes out with a motivated statement on the issuing or not of a certificate for access to the relevant level of NATO/EU classified information, on the basis of the issued certificate for access to NATO/EU classified information. 

    1. The motivated statement, along with the vetting file of the person, is being sent to SCIS. 

    2.  SCIS comes out with a decision, issuing or not a certificate for access to NATO/EU classified information. 
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