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dO®ts Hojdyffj Hifgej Hd ftedj BOdzj Ists dzO t J ff k2B dzc
i dzdetsf tc©@o j dz ydzj dz dzO 1 ¢ v ftojL 2004 ¢. , [ S
Di pl omacy Division, tttcOddLdtt® oadLdIsO-dzO o st
CoOtlsdteOlsO 20 1 éuvf. IsMmjihjddjts Mi wBEPEH O dL
ftocswowoOls tcOLBdOdzj d BletsotstodzsMmls dzgj MOBs
stsd3dMdwiIsO, des dqLGWGOYHOIs d ftsLdlsde ded dzOc dzOMmd

ltejHOdH ssoe ®© d ol o ot LCO M BlsBjdzv L 9 Odzj
ftedfml jHdd" o Odzj Ists dzO0 " jYzBdJE®O[ 1 d dde PigldH j M Iscts
z0 ¢ dzd O dzn O, ftejL 2009 ¢. Mtej PN OO | ttolssts,
ddzd ydOlsdo © dzO [ sd4RrR, (Ol ldsets yYyjdzlsO j L Ols
dqdzdHY dz2O0 ¢ dzd Ozl ©® MmtejH B dZe OMC OISO Bh j Mise j dat
ZO dzZPpk®o H j 2 detsls .uig lds tadgjHrdaEddulsi jlmis e slsts d3j Y HEz 1 t6y O
fts MdceckztedatsMmislsO dzO® dJdaW stedZdOYydwilsO© € Olsts dzOyd tsda
tdfzedzd SO 1 dzeOtedw d 1 v M Byjdvoea0O COIsts
syj 2SO | HOHJjdBO d ft otcj d3j ddd® dsc & dflisy B Gijs Of t
MdecktodesMisls© dz20 1 ¢ u J d MmyJ ftslsol ) HOO O o H &
fteso jyHOdzIs] tjelkzdzwteded ddemtf J Sydd. dzO {1 ¢uvf 9o

4l cdzOMdzes 1 OSBsdZO L O LOMdLO dzO € dzOMdW dyd t
sfdetsodad sy WhkdzeSCydd d HJ 2 detsfiisddr dfGs i oftesy Qe dri=CiidsCk
dqdet stcd3OYydwisO® (rsueR) J BtcOddLdqcOdzjss d Sttt
tOBlSO f] COMIYdydeodO dd¥ stekOydw, oS d. IOCC
ZO bksoO LOCdsets fftcOosdtsh dj, [ S4R dLGWLOHd ¢
d S MY dzsOIls Oy dyyj deisu jtes jded [ s R © GWOH 1 OdgC w.

vyd Bdzdwis ygjdzlsi &6 M j g0 ttsdwlsO &0 Mmdse
sBlzydlsj dzdedw ftetsyg M. Kjdzlsi .oi s tOLYfsdZOGO ) Ist
yomls M CO0fOydlsjls LO yjbdqteduHjmjls d. Ho ORBO HENh (]
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1 dzOdzd te O d3 g Zyj BddatcOyj dasOdeC Wo HO BIJ HJ ftocjt
OCtejHdIOYdw L O dzzyxHdly d&O 1 ¢éuvf d dO HI tey Oad
ftcjotcl hOdgjlss gz o yjdelsi ¢ L O sBEREYjJjdd) d fseadh
ZOh j ftojHdsyjdd J o Gletsoatstc dzO L Ooadh jdedls,
i L dOdafPlsgdcicdzsmls fted ©fOLoOdzjlsts dzO® € dzOfyd W
9l 9 i HOM ks Bz - AOsdtd zyd® Mdckztdasmlso .

wi SttkHddyjMmlsots o B&OMssO &O MdcbktdshislsO &j>
(ot j2MCdw Mmi ¥

li 9 ot LCO M (i dzdesff tcOo detsilsts y dijfipeEEsooda] Is gzO
Emddzdwy dz2O sdrR, dO MmMdzexsdlsjy L O MdekztedesMmls, daC
Stee Oded L Oydsdedzd sy JHddzdyd, MO dzOmMBsyYd ded ¢ d3 ¢
HyddesislsO L O LOMNdISO dz© ¢ zOMdW dydteOdzOIsO d da¥
dLdMC o Odzd W IsO dzOi gu i CIOQd&®Gdzjd dO flsd BOdzdzd o
f sdzz yOo Odzj, tBtOBISCO  Mi AteOdzj dzgdj dzO € zOMdW
1 wdgzOted 2007 ¢. [ SR EkZyOmke O yYttjL Moatd { t
stsddlsjlsO s MdecktcdatsMislsO dz0 wi 9 jlsO dzOdzjjrr o &«
ftodmi jHddW o OdzgjIss dzO ( Jf i OOt I §f idzdcBsffte OKLJ dy
stsBBdlsjlsils j i Mo jdz BlIs ftojHMsOadlsj dzdlsj d
MdcecktodzsMisls © dzO -pdvdRCOO . H 1 UetsiofPj] ftej Hj HOIsj dzMmis e
MiCtej sOte/ 1 i tentsodedw f toj H fidsiCodtfols | ¢z deeds d3s & dzddSdzd d
ftcOoatsdEsh v HO dLol tehoO fHteskzyoaOdzgy d HO f§tcOad
sB dZOMisls O dz20 Mdcekztodesisls O, Mol tocL Oded ) OB SISOIsSC
ftoj ftstel € dzO vl 9jIsO fHted dzjtsBatsHdBsMIs. 1 tej HMI
LOMJ HIOE@d RO stdhizdzisOlsde dz0IsO OB IsdZO ctkzfO s
Ci o5 otesf j2MC OO SCtsddmdw.

[BfMi YHOdz] st O OCIskzOdzdd o/ ftesmd ls OB S|
wWogwog QO ftoejHYtSMISOaCO L O EMmMotsWweoOdzgj dzO HBBtd {f tcC
CZOMdW dydieOdzOls v ,d d2f ®BO YNy SH j &zv dzj st dz®@ dzOlst
LOSCtdatsH Ol j dzdzd sy tjhjdedw o IsOLd tB&OMls MO
dstcd3OIsd o &Zz0OISO ki HBO E dzZOf d o L @3y desfyls L O W
dzj 2 detslsts EZfi o toh j defmise Odzj .

I CtOw &0 2007 ¢. stddlsjlsi ls kg (§Bhnssy tzd
91 L&ZOCO dz20 stdidlkjls0 s MdcktodsmisksO &0 [ okl |
2ZO 1t kOO L O MdektodtsMmls LO LOMNdIKO dz2O0 ¢ dzOf
(srRrg) M yjdz dLtcHheeck®PHyg O d sofjtsBr- o OlsdzO t
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LOMNdIsO dzO0 ¢ dzOMm it g tpizOo D BEC dlsj dzO [ oty j 2 i
sftesmisd d OSkkzOddLdO f§ttOo ddzOlsO, COobts w®lsyd
ftcOCIsdSd o BIYHEZAEOWESHJ d f dzOdz.

ssdBdlsilkils s MdecktedtsMislsO EMlsOdtsowe O toj HJL
Bl HOI Wl ktjH]dd tlszsnitOadzddz@s @ jus@ fijdsdOH d
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fsHeBIse jded Isted SISHj dzded o dziplstelzdzj dzls©, Ml Mils Oo dzv
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ditcj Hdztsy J deslsts [ jYHEfteOQoadlsj dzlse j dets MY stcOL 2 d3j
sBtcOL Zo-OGotfSitstsBr 0 OlsdzO d Y omdzj Hiso Olsj dzdzO B M O
CaOmMdW dydteOdzOIs© ddg¥ stedzOydw ) (otetstf j 2 MC dw fi
[ o) O dzOI O SCtsdR3dMdw 65 fMdcktcdagBls s OC IsaPo ditszl lis te @3t
ol 9 oMmMduéd LOMIJHOdY dO ssd@3dlsjlsO, (8 ot d3j
dzZsod 1 ttOQoaddzO L O MdektdtsMmls L O LOMdIO dz2O ¢ dzOT
COCIsts d futdusitdds zdds) dedj oY HEZ ftoj HMisOs dlsj dzd Is §
Hi toy) Oo-duisigi cflzC dzO@ [ otetstf j2MEdw i &L, LOMj HOea Oh
slsdetsdets L O"N JlsOIO dzg0 C ZzOMdW dydteOdzO d dgW ste 3O Y
(otetsyf j2MCdw i & L. 1o ddzOO L O MdektodasMmils L ¢
qdaV stedzOydw d© s MO fdjlsd M tjhjdzdy 20
[Wdydodzj dz 9 jfMisdzed S L @1 [ BIs 02 BtcdB®2 2011c¢. uf St
fsHf dMOdes ©Is dzOHdzj y dets bk dzdes d3tsh j dzd syjdzj #lze g H fls (
ZO [ .

l COoyjMmboasslts Md dO OCttjHdIsdteOnN ttecd Odz dzO
¢ sd3lz dzd ¢ Oy ts dadzed d ddett sEROYdmezizd L BdMiezHd Ml
dde¥ stedzOydw, [ S8R | ftcj HMMisOo j d&zO Mmi fp Mo 52 ]
CoBBddzdtcOdzd fOdzgj dz L O OCStjHIsOYydw dzO fdckzted
sBMi YHO ol fteshMd COMOjhd ftesyjHEZtedls] 5 OCtejt
d dBBdtwédlsj L Q cdgbe Cpdscdiaddidis Misls©® dzO d dz¥ stedZOyYdvw Is ©
ZzO [ H.

LYyofmsdjilss O ftwjHMlsOadIlsj dzdlsj ZzO g sHR )
tejhjddw o 1¢uv] d 4 J dLSdz® ydlsj dzdets  tsdzj L dzts
jdzj d3j dzgls ®Is M stekzHddyjMlsetslsts d&jyHE B dz¢ Ot
Mdedzslss® d i skojlsddl MstekSlkted o jotesOl
fdektedsls .

[ idHEZdZOSH dzOIs O Hd 2 detsmls dz0O [ SR d dzj
dqdzmlsdlszyd sdzOdzdzOIs © ftotsctcOBRO L O dzj 2 deslsts klsai te
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MiHj2Mlsa ® L O MBdzdy Oo Odzj sts dzO MlstcOdZOISO o dzd -
stecOdzd 5 MdektdzsMislsO dzO Htkzed HI 6y Oad, Mmi M
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Wittd o0 ®Bh jMlse jddv xdotl, o Stsdbkt ¢tdgte]l
RZOZOC Ol tBdj dz ZO OGSO 0O (dz¥ StedsOYd W .
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International legal framework on the protection of classified information.
Bilateral cooperation.

For more than nine years one of the main priorities of the activities of the State
Commission on Information Security has been related to the establishment of stable
national and international legal framework in the field of classified information
protection. An Agreement on mutual protection of classified information signed and in
force, is a prerequisite on the provisions of the Classified Information Protection Act
(CIPA), in order classified information to be released and exchanged between states
or international organizations. Therefore the signing of agreements in the field of
classified information protection is one of the main directions of SCIS activities. The
agreements create legal possibility for release and exchange of national classified
information and regulate the measures for its protection and, equally, they contribute
to the effective interaction and enhancement of the cooperation between the states in
different areas of public life that impose exchange of classified information.

The SCIS initiated the establishment of Interdepartmental Coordination
Mechanism for negotiations and signing of international agreements, with the
participation of representatives from SCIS, the Ministry of Foreign Affairs, Ministry of
Defence, Ministry of Interior and State Agency for National Security. The main
purpose of this mechanism is to discuss draft international agreements and to work
out a Bulgarian position while conducting negotiations.

Considering the political and economical priorities of the Republic of Bulgaria
in the context of NATO and EU membership, the SCIS, in close cooperation with the
State Agency for National Security continuously widens the scope and hastens its
activities on the drafting and concluding of bilateral agreements with NATO and EU
member states, as well as with countries which intensively interact with the Republic
of Bulgaria in different spheres of economic and public life. Special attention is paid
to the contacts with states that have their individuals and legal entities developing
economic activities on the territory of the Republic of Bulgaria or participating in the
governance of commercial entities, registered under the Bulgarian legislation.

During 2010 and 2011 the cooperation with several Asian countries has been
also deepened with a tendency towards extension of the cooperation outside
European borders. Through the Ministry of Foreign Affairs via diplomatic way draft
agreements have been submitted to Kingdom of Denmark, the Republic of India,
Canada, Kosovo, the Republic of Cuba, Kingdom of Morocco, the United States of
America, the United Mexican States, the Republic of Serbia, the Republic of
Tajikistan, the Republic of Turkmenistan, Swiss Confederation, Japan, Uganda, the
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Socialist Republic of Vietnam, Armenia and Palestine and to the countries of the
Black Sea Economic Cooperation.

Agreements on mutual protection have been signed and come into force with
32 states as most of them have been concluded after the adoption of the CIPA
(Republic of Austria, Republic of Albania, Georgia, Hellenic Republic, Republic of
Estonia, State of Israel, Kingdom of Spain, Italian Republic, The Republic of
Kazakhstan, The Republic of Korea Republic of Latvia, Republic of Lithuania,
Republic of Macedonia, Malta, The Republic of Moldova, Kingdom of Norway,
United Kingdom of Great Britain and Northern Ireland, Republic Poland, Portuguese
Republic, Romania, Russian Federation, Slovak Republic, The Republic of Serbia,
Ukraine, Republic of Finland, French Republic, Republic of Croatia, Czech Republic,
Kingdom of Sweden.

Only three of the Agreements in force have been signed before the adoption of
the CIPA 1 with the Federal Republic of Germany (on protection of secret
information), with USA and with Kingdom of Netherlands (on protection of military
secret information).

Agreements have been signed with The Republic of Azerbaijan, Bosnia and
Herzegovina, The Republic of Cyprus, Montenegro. Their entering into force is
pending due to currently undertaken national legislative procedures. An Agreement
on amending the Agreement between the Government of the Republic of Bulgaria
and the Government of the Republic of Estonia on mutual protection and exchange
of classified information has also been signed and has entered into force. The
amendments in this agreement are connected with an institutional change of the
competent national security authority of the Republic of Estonia.

Draft agreements have been negotiated on expert level with Kingdom of
Netherlands, The United Kingdom of Great Britain and Northern Ireland, the Socialist
Republic of Vietnam, Federal Republic of Germany, Republic of Serbia, The Republic
of Hungary. On the basis of a Draft submitted by the Kingdom of Belgium, in 2009,
on expert level Draft agreement on protection of classified information was
negotiated. The Draft regulates the protection of classified information exchanged
between the two states with regard to the two Belgian frigates bought by the Republic
of Bulgaria.

On 25 May 2011 an Agreement between the Member States of the European
Union, meeting within the Council, regarding the protection of classified information
exchanged in the interests of the European Union. With a decision of the Council of
Mi ni sters of the Rephyh0"iNoverober 2@ 1 thegAgreeémant
was endorsed. The signed Intergovernmental agreement will exist together with the
Security rules of the Council and the Commission. The Agreement will contribute to
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the stabilization of the system for protection of classified information within EU by the
establishment of more comprehensive and consecutive common framework for
protection of national classified information, exchanged between member states in
the interests of the European Union.

The SCIS pays special attention to the bilateral and multilateral cooperation
with the national security authorities of other states on matters of mutual interest. The
presentation of national practices on the types of classified information protection,
exchange of experience, sharing of ideas for elaboration of the regulatory framework
and the functioning of the system for protection of classified information are the
subject of such meetings. For the eight years period since its establishment, the
SCIS has built up close cooperation with the national security authorities of Czech
Republic, Estonia, France, Germany, Greece, Hungary, Macedonia, Romania, by
hosting numerous meetings. Representatives of the SCIS attend international
conferences, forums and other events on issues in different fields of the security of
information.

In the frames of the bilateral cooperation, the Chairperson of the State
Commission on Information Security has carried out numerous working meetings
with heads of diplomati c mi s Rdapublicof Balgada.
For the last two years working meetings have been carried out with the Ambassadors
of the Republic of Albania, the Republic of Azerbaijan, the Kingdom of Belgium,
China, the Republic of Croatia, the Czech Republic, the Republic of Finland, the
Federal Republic of Germany, the State of Israel, Japan, the Republic of Korea, The
Republic of Kosovo, the Republic of Macedonia, Kingdom of Netherlands, Romania,
the Republic of Serbia, the Slovak Republic, the Kingdom of Sweden, the Swiss
Confederation, the Republic of Turkey, Ukraine, the United Kingdom of Great Britain
and Northern Ireland, with the Ambassadors of NATO member states, with the
charg® doéaffaires of t he R e p tcbuhsellor atothe
Embassy of the Republic of Indonesia, the counsellor on political affairs at the
Embassy of the Kingdom of Spain and etc.

The aim of these meetings is presenting the activities of the Commission,
activating the cooperation and creating conditions for establishment of direct contacts
with the competent authorities for the protection of classified information and for the
whole field of security in the respective countries.

Multilateral cooperation

By initiative of the SCIS, in the period 27 i 30 September 2006 in Varna, the
first Bal kan conference on 6l nternat.i
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i nformation protection as part of the
out. This conference contributed to the development of the dialogue and the
cooperation among the countries in the region by confirming the professionalism and
increasing the standards in the practical implementation of the requirements in the
field of the protection of classified information.

Representatives of the national security authorities of Albania, Bosnia and
Herzegovina, Greece, Macedonia, Montenegro, Serbia, Slovenia and Turkey
participated in the Conference.

The Conference was carried out in two working sessions with issues of
present interest been discussed on administrative capacity building and the
implementation of the rules on the protection of classified information according to
national legislations and NATO and EU regulations. The participants presented the
legislation in the field of classified information protection, the structure and the
functions of the national security authorities of their countries, and outlined fields of
priority for enhanced cooperation and mutual exchange of experience in the field of
personnel and industrial security.

SCIS carried out bilateral meetings with representatives from all countries
participating in the Conference. Draft agreements on mutual protection and exchange
of classified information were handed over as a basis for future bilateral negotiations.
During the final session the delegates agreed on the necessity this significant idea for
regional cooperation to be developed and such forums to be organized.

In the period 23 7 26 April 2007 in Ohrid, Macedonia a Regional conference of
the national security authorities was carried out. Representatives of NATO Office of
Security, of the national security authorities of Albania, Bulgaria, Croatia, Hungary,
Montenegro, Serbia, Slovenia, and Macedonia, of ministries, departments and
security services of Macedonia, of the Mission of NATO to Skopje participated at the
conference.

This Conference is a continuation of the idea that has been started with the
Balkan Conference of national security authorities, organized by the SCIS in
September 2006. The Conference was held in three sessions in the frames of which
the participants made presentations on the main directions of the activities of their
authorities on the different types of security, the current status and the difficulties
they meet during their work. During the separate sessions discussions were held
where the experience of the states in the field of the protection of classified
information, the establishment of the systems for the protection of information and
the cooperation between the different competent authorities in this field was shared.
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Bulgaria made a summarized presentation on the main activities of the SCIS
and put an accent on the efforts for harmonization of the system for protection of
classified information with NATO and EU requirements.

In the period 18 T 19 September 2007 representatives of the SCIS participated
at the Regional conference of the authorities on the security of information on

O0Nati onal i mpl ementation of NATO security

Representatives of NATO Office of Security, the national authorities of Albania,
Croatia, Hungary, Slovenia, Macedonia, of ministries, departments and security
services in Croatia also took part in the Regional conference.

This Conference represented another continuation of the significant idea of the
SCIS for establishment and development of the contacts between the national
security authorities of the region and for extension of the cooperation between them
by including authorities of other states, as the attendance of Bulgarian
representatives to the Conference gave opportunity the activities of the SCIS and its
experience, which is leading in the Balkan region, to be emphasized.

In the period 21 17 23 October 2007 in Sofia, at Boyana Residence, the SCIS

organi zed I nternat i on aftioning ofrthe systernfor @rotection 6 T h e
of classified information T ex peri ence and chall engeso.

was to contribute to the dialogue and the cooperation between member states and
states candidates for NATO membership by confirming professionalism and
enhancing the standards in the practical implementation of the requirements in the
field of classified information protection.

In the Conference, apart from the Chairperson, the members and the
administration of the SCIS, also took part representatives of the national security
authorities of Albania, Belgium, Czech Republic, Estonia, Germany, Hungary, Italy,
Lithuania, Luxembourg, Macedonia, Poland, Romania, Slovakia, Spain, NATO Office
of Security. On Bulgarian side the Conference was attended by representatives of
the Presidency, the Parliament, the Council of Ministers, ministries, the security and
the public order services. Presentations were made by the Commission on internal
security and public order of the Parliament, the General Staff of the Bulgarian Army,
the National Intelligence Service, the Protection of Communication Devices
Directorate, and the National Security Service of the Ministry of Interior. The accents
of the program of the Conference were the development of the regulatory framework
of the protection of classified information in the conditions of NATO membership, the
practices and procedures in the field of personnel security, the business and the
protection of classified information. Current issues were discussed on the
implementation of the rules for protection of classified information in national
legislations and in NATO directives. During the discussions as main priorities of
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enhanced cooperation and mutual exchange of experience were outlined the issues
of personnel and industrial security.

In the frames of multilateral cooperation by initiative of the State Commission
on Information Security in 2007, at Lozenets Residence, was carried out the
traditional working meeting on industrial security. The meeting was attended by
military and trade &WU tmanther&ttes catcredited ToOthea n d
Republic of Bulgaria as well as by heads of security services, defence industry
associations and companies included to the data base of the Ministry of economy
and energy for participation in NATO bidding procedures. The attendants were
acquainted with the national legislation in the field of industrial security, the activities
of SCIS on the protection of classified information in this area and the opportunities
for our defence industry.

The conducting of such meetings creates conditions for establishment of
closer contacts between the participants and for extension of the areas of
cooperation.

In the period from 28 June to 1 July 2009 in Macedonia was held a conference
on6NSA Experiences from the preparations and
by heads and representatives of the national security authorities of 14 states NATO
members as well as non-NATO members, representative of NATO Office of Security
and representatives of different ministries and departments of the Republic of
Macedonia.

On Bulgarian side were presented in details the activities on the preparation of
the Republic of Bulgaria in the field of classified information protection during the pre-
accession period for NATO membership 1 the legislative measures, the
institutionalization of the competent authorities on the protection of classified
information in accordance with NATO basic principles and minimum security
standards, and the practical measures for the fulfilment of NATO criteria.

During the conference regarding to the Republic of Bulgaria a positive
assessment was given to the SCIS as one of the few collegiate National security
authorities. The initiative of the SCIS for establishment of interdepartmental working
groups on the respective types of security was highly appreciated as their activity
significantly contributes to the identification of the problems in the field of classified
information protection and to developing adequate solutions, based on consensus
between the interested parties.

In the period 251 27 May 2011 in Residence Boyana, Sofia on the initiative of
the Regional Cooperation Council (RCC) Secretariat and the Bulgarian State
Commission on Information Security, with the full support of NATO Office of Security
and EU General Secretariat of the Council (security office) the first meeting of the
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South East European National security authorities (SEE NSAs) took place. The

meeting was under the topic - A Regi onal Coop e rfiald iofothe i n tr
functioning of the system for the protection of Classified Information T practice
and challenges, faced by the South East Euro

The Meeting was attended by the heads and representatives of SEE countries
NSAs. Greece was represented at Embassy level. Turkey was not able to participate.

Representatives of the counties, which participated, shared national views on
the level of international and bilateral cooperation between SEE Countries NSAs with
the focus on relationships among them and between them and NATO/EU. The
expectations of the meeting have been achieved through the level of discussions and
concrete proposals made. As a result of the fruitful debate a number of follow-up
activities were agreed by the high level participants, as follows:

U The second SEENSA meeting will take place in 2012. Slovenia kindly
offered to identify the concrete possibilities to host it. RCC will offer full
support in co-organizing the meeting.

U The first working group (WG) level meeting will be hosted by Bulgaria to
discuss the practical implementation of the proposals made. RCC will
support the WG meeting. The work of the SEE NSA experts will be
supported by experts from NOS and EU GSC Security office.

The SEENSA meeting is a useful tool to facilitate further expanding NSA
bilateral framework. SEENSA was identified by the participants as one of the
essential tools for the development of all kind of regional security cooperation
initiatives.

MISWG (Multinational Industrial Security Working Group)

In September 2008 the State Commission on Information Security was host of
the Annual meeting of MISWG (Multinational Industrial Security Working Group). The
meeting was held in Sofia with participants of Bulgarian side from the SCIS, the
Ministry of Defenceand t he St ate Agency O6National Secur

MISWG was established in 1985 with the main task of discussing the extent of
differences between national legislations and with the aim of making
recommendations for the harmonization of the existing procedures and practices.
Representatives of 27 NATO and EU member states as well as of Switzerland
participate in MISWG.

MISWG is an informal working group by its character. To the present moment
the aim of this working group is to present the national legislations and practices of
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the member states in the field of industrial security of classified information, with a
view to their elaboration and to the achievement of unified standards in the protection
of classified information.

MISWG represents an important forum where participating countries discuss
and adopt useful documents with practical direction to industrial security issues. This
role and place of the working group is particularly enhanced after the immediate
engagement of the national security authorities to the implementation of the
recommendations on the bilateral and multilateral cooperation on programs outside
of NATO.

The Republic of Bulgaria received invitation for the first time to participate as
observer in the working meeting of MISWG in Cascais, Portugal, in September 2003
and since the following 2004 we have been full members of the working group. Since
then representatives of SCIS patrticipate regularly in the annual MISWG meetings.

During the meeting (3 7 5 September 2008), the host of which was SCIS,
participating countries including Bulgaria presented their annual reports related to
different industrial security aspects. During this session of the working group on
behalf of NATO and EU took part respectively Mr. Rolf Ultes and Mr. Michel de Wolf.
After a certain suspension, delegation of Turkey took part in the activities of MISWG.
Presentations were made by representatives of different countries: Switzerland
(Perspectives of European Industrial Security), Hungary (Industrial Security Vetting in
Hungary), Italy (New Network Threats) and the Netherlands. During the meeting an
exhibition of Bulgarian companies of the defence industry complex and of the field of
security was carried out.

The organisation of the meeting was highly appreciated by the participants.
Such recent hosting 1 just five years after the accession of the Republic of Bulgaria
to MISWG 1 was assessed as a sign of trust and positive attitude towards SCIS
activities and in particular towards its work within the group.

In 2009 Canada was the host of MISWG.

Representatives of the national security authorities from twenty seven states,
as well as of NATO Office of Security and the European Commission took part in the
meeting.

On behalf of the Republic of Bulgaria was presented the development of the
started during the previous MI SWG mee
i nformationo. The participants gave h
results until the moment and during the next meeting in 2010 after the analysis and
the receipt of the answers of the questions of the prepared by the Republic of
Bulgaria, and approved by unanimity, extended version of the questionnaire, the final
version of the survey results will be presented.
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During the meeting areporton 6 The Strategy for the fut.?
also presented. Within the sub-working groups the possibility for enlargement of
MISWG, the criteria for membership, the release of MISWG documents to third states
and international organizations and the need for actualization of MISWG documents
and structures, were discussed.

A host of the 25" meeting of the Multinational Industrial Security Working
Group was the Republic of Slovenia. The meeting was held in the period from 7™
September to 9" September 2010.

Participation took also representatives of The NATO Office of Security and the
European Commission. For the first time in the history of the working meetings a
representative of New Zealand took part.

At the multinational forum representatives of The United States of America
presented a draft of a document, which aims at setting the rules for non i NATO
nations which participate at the meetings of MISWG, which aims at establishing
criteria for members and observers, as well as a voting procedure. The aim of
MISWG is accomplishing results in the field of industrial security. That is why the
Working Group is open for new observers which are not member countries of NATO
but which have a significant experience in the field of security. For this purpose those
countries should have concluded bilateral agreements.

At the meeting it was proposed by the United States of America Israel to
become a full member of MISWG.

Finland will be hosting the 2011 Multinational Industrial Security Working
Group meeting.

The 26™ annual meeting of MISWG was held in Helsinki, The Republic of
Finland in the period 5" September i 9" September 2011. At the meeting
participation took representatives of 31 countries, as well as delegates from the
European Commission, the European Defence Agency and NATO Office of Security.

Main theme of the MI SWG conference in 201
the most important types of security of the countries. Working groups, including
representatives from different member countries and observers, were formed.
Through discussions on different themes in the field of cyber security, they tried to
frame the possible approach of MISWG on this topic. The participants in the working
groups were defined by random choice and the topics of discussions were: i Co mmo n

terminilogyo (working group ~ 1), ALessons
di mensionso (working group -~ 3) , ASecurity
group -~ 4), AOut sourcing and cyber security

The Republic of Bul gari a took part I n working gro

discussions was the legal dimension of cyber security. In the course of discussions in
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this working group, at first place it was clarified the theme: ICT systems, handling
classified information and, where applicable, in accordance with national laws and
regulations, controlled non-classified or other forms of sensitive information in the
context of industrial security. The sources of laws in the sphere of cyber security
were clarified. These are: international law, national law of the countries, contracts
(private law) and the internal regulations, adopted by an organizational unit at
national level. As necessary prerequisites for creating effective legal instruments by
the countries in this field, were taken into account:

1. Ratification of Council of Europe Convention on Cybercrime and
establishing a national cyber security authority;

2. Accepting common terminology T definitions of cyber attack,
cyber/computer crime, etc.;

3. Common interpretation and transposition of internationally agreed
principals into national legislation;

4, Clarification of the responsibilities of the particiapants in the process.

As a result o f t he activity of wor ki ng

recommendations to be applied by the member countries on national level were
given:

1. Wherever possible, adoption of national legislation, procedures and
measures, in order the whole cybersecur ity fAcycleo to
from the appropriate preparedness for meeting cyber threats
through the countermeasures to prosecution and criminal sanctions;

2. After defining the cyber threats, creating public/private partnerships
for cooperation in the field of cyber security;
3. Introducing minimum ICT security standards on the basis of good
practices;
4. Stimulating training and research in the field of cyber security and
devel oping of the principle fAsecurit)
5. Interantional cooperation on cross border investigations and

prosecutions of people, having committed cyber crimes.

Cooperation in the field of security between the Republic of Bulgaria and NATO

The participation in the sessions of the Committees, Subcommittees and
Working Groups of the Alliance has for purpose to present the current status of the
system for protection of classified information, to outline the areas where NATO can
provide support to our country, and to express the position of the Republic of
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Bulgaria during the discussion of regulatory documents on the security of information
issues. The activity of the national representatives in the different working groups of
the Alliance is of significant importance for the successful implementation of NATO
procedures on the respective types of security on national level, as well as for the
expression of our national position on issues of mutual interest.

The Chairperson of the SCIS takes part in her capacity of senior national
representative to the regular sessions of NATO Security Committee, assisted by the
directors of Legal and International Legal Affairs Directorate and of Classified
Information Protection Directorate. The NATO Security Committee (NSC) is a
consultative authority of the North Atlantic Council on issues, regarding to NATO
Security Policy. It is chaired by the Director of NATO Office of Security. Participants
in the Committee are national representatives and security officers from the
respective national delegations. The Committee meets twice a year i in March and in
October. The potential threats and risks to collective security are discussed, as well
as the need for developing measures for protection of classified information. Some
aspects of the reforms related to the enlargement and cooperation of the Pact with
non-member countries are outlined. Views are discussed for future collaboration and
cooperation within the Partnership for Peace, the Mediterranean Dialogue and other
initiatives in the combating against terrorism worldwide, crises management,
participation in peacekeeping operations and etc.

The efforts of the partner states in the process of implementation of minimum
standards for protection of classified information on the respective types of security
are assessed.

According to the Agenda and the issues discussed, representatives of the
security services are also invited to the sessions of the Committee.

SCIS Members, representatives of SCIS administration and the security
services participate in the meetings of NATO Information Security Subcommittee
(INFOSEC SC/4) and the Alliance working groups on: Security Policy Guidance
(NSC AHWG-SPG), INFOSEC at NATO Security Committee (NSC-WG/1), Common
criteria (SC/4 AHWG/10), INFOSEC Architecture (SC/4 AHWG/13), Technical
INFOSEC Documentation (SC/4 AHWG/15), Cryptographic Modernization (SC/4
AHWG/16), Independent Secure Communication Interoperability Protocol (SC/4
AHWG/6), NATO Computer Incidents Response Capability Workshop (NCIRC
Workshop), the Annual NATO Information Assurance Symposium and etc.

In 2009, under the auspices of SCIS, in the light of the just far-off Summit in
Strasbourg and Keel, a visit of journalists of leading Bulgarian media to NATO
Headquarters and to SHAPE 1 Mons was organised.
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This meeting is a continuation of the established tradition by the State
Commi ssi on on I nformation Security to pres
consolidation of the system for protection of classified information. The role of the
mass media in this direction is of great importance. Although it is difficult, a balance
has to be found between the right for information as basic, constitutionally
established principle in Bulgarian legislation, and the limitation of the access to
certain facts and circumstances, imposed by the protection of national security or of
other interest of public importance.

Only two weeks before the accession of the Republic of Bulgaria as NATO full
member in 2004, SCIS, supported by Public Diplomacy Division, organised a visit of
journalists of leading Bulgarian media to NATO Headquarters. The visit turned out to
be of great benefit and the media showed understanding and responsibility not only
when presenting the activities of the Commission, but also by establishing of positive
adjustment of their attitude to the Alliance.

With regard to that and in relation to the celebration of the Fifth Anniversary of
the accession of the Republic of Bulgaria to NATO and of the Sixtieth Anniversary of
the Alliance, in 2009 the meeting is a repetition of the previous successful initiative of
the SCIS and the aim is again to confirm the positive image of the Alliance in
Bulgarian society by objectively presenting its activities by the media.

The cooperation between the State Commission on Information Security as
National security authority of the Republic of Bulgaria and NATO is estimated as
extremely successful. This evaluation is also given during the meetings with
representatives of NATO Office of Security and is confirmed in the reports of the
conducted regular NATO inspections in the Republic of Bulgaria.

According to CIPA among the main functions and activities of the State
Commission on Information Security is the organization and coordination of the
training in the field of protection of classified information, including NATO and EU
classified information. Executing this competence, stated in a law, the State
Commission on Information Security built and put into operation at the end of 2010 a
training center in town Bankia.

The training center performs the role of a main unit in the training process. The
Center has three conference rooms, a hotel part with a capacity of 42 people and
sport equipment.

We are planning the training center in town Bankia to be proposed for
accreditation for the needs of NATO and its member states, so that it performs the
role of a training center for education and improving the qualification. Our proposal is
an answer to the higher requirements of NATO

31



Cooperation in the field of security between the Republic of Bulgaria and
European Union

The main efforts of the SCIS, the security services, the public order services
and the organizational units with regard to EU full membership of the country, are
directed to the establishment of organization of the activity on classified information
protection in accordance with EU requirements, as well to the creation of optimum
possibilities for receipt, handling and storage of EU classified information. Up to 1
January 2007 SCIS participates in the sessions of the Council Security Committee as
an observer and after the accession of the Republic of Bulgaria to EU 7 as a full
member. The Committee consists of representatives of the national security
authorities of each member state. It is chaired by the Secretary General/High
Representative of EU or by his commissioner and has authority to conduct
researches and to assess all security issues, as well as to make recommendations to
the Council if necessary. SCIS representatives participate also in the meetings of the
Commission Security Advisory Group.

The discussion of current issues of the activities of these structures is a
prerequisite for acquiring good practices in the field of classified information
protection as the sharing of accumulated practice and legislative decisions in this
field are the basis for analysis of the regulatory framework in our country and
opportunity for drawing up proposals for its elaboration.

At the end of 2007 the Committee of Permanent Representatives (COREPER)
tasked the EU Security Committee to make a review of the Security Rules for
protection of EU classified information (EUCI) with the aim of developing more
coordinated and comprehensive framework for protection of classified information
within EU in order to simplify and update the Rules, by recognizing the acquired
experience and the good international practices.

The Security Committee found a lot of issues that cannot be directly settled by
the Council Security Rules because of legal or institutional reasons. For the
settlement of these issues three separate instruments forming the EU Security
System have been drawn up i the Council Security Rules, the Commission Security
Rules and the proposed Draft Intergovernmental Agreement. These three acts
together form a broader and more consecutive common framework for the protection
of EU classified information. Representatives of the State Commission on Information
Security participated actively in all of the meetings of the Committee where had been
drawn up a Draft Council Decision on the security rules for protecting EU classified
information, as well as the Draft Agreement between the member states of the
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European Union, meeting within the Council, regarding the protection of classified
information exchanged in the interests of the European Union. The Rules for the
protection of EU classified information are adopted with Decision 2 011/ 29 2/ ¢
published in the Official Journal of EU in issue L 141 of 27 May 2011. The Agreement
is signed by the duly authorized representatives of the EU member states.

SCIS is represented by an expert in the meetings of the Combined Security
Accreditation Panel of EU Communication and Information Systems (CIS), in its
capacity of Security Accreditation Authority of national CIS for foreign classified
information. The Panel discusses issues regarding to accreditation procedures, the
risk parameters and the measures for guaranteeing the security of the information
processed in the EU CIS.

The participation of SCIS representatives in decision-making process in NATO
and EU is of great benefit and shows a considerable element of the cooperation
between the Bulgarian national security authority and the relevant structures of the
Euro- Atlantic security architecture.

The International activity of the SCIS is an integral part of the institutional
program for recognition of the Commission as National security authority of the
Republic of Bulgaria in the field of classified information protection. Its main task in
international aspect is to cooperate for establishing closer contacts of the state,
represented by the SCIS, with the national security authorities of other states, with
the respective EU and NATO authorities, as well as to confirm its presence in the
highest levels in the field of classified information protection. The bilateral
agreements on exchange and protection of classified information, the participation in
international forums in this field and the direct participation in the activity of NATO
and EU authorities create favourable environment for exchange of experience and
amelioration of the practice on the implementation of the regulatory requirements for
protection of classified information. They contribute to the development and the
deepening of the international relations of the Republic of Bulgaria not only in the
field of classified information protection but in all the spheres of public life where
concrete areas of cooperation impose exchange of such information.
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2003

stsdemMizdzsOydd o B dEZOMISISO dZO MdekztedztsMisls O fy @B BIRE IANEAQY ¢ .CMfgisdwn tej H ]
Consultations in the field of security with the US expert Mr. Frederic Krug, March - June 2003, Sofia

IsfMmjhjddd dzO ¢ j dzj eOdzdzd v ) SstisjHIs Ot tsdzd tesding Jdz dztsteH dge Otedw, 5 fmjfilsj dgoted
Visit of the NATO Secretary General Lord George Robertson in Bulgaria, 5 September 2003, Sofia
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I sMmjhjddiy dzO0 c¢jdgj cOdzdedw fj CtejlsOte dzO | du [ dzsteH [ sBHPWEBB] s d o 1
Visit of the NATO Secretary General Lord George Robertson in Bulgaria, 5 September 2003, Sofia

s

d ftjHmlsOsdlsj dzd-dzdzOsp § B8R, [ 11
S @ digjsfn [QRERd flsi t& dzO@ o Istej h dad Is §
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stYyJ e Odzj fldgdod Mls 6 dzO o itclOts jshsefdols je s dzv ¢
ttOBtIsd, Gjdzj tcOdz- @ @i s sad) 0] 2 d&zO 1 ¢,
2003 ¢., wasWdw

Working meeting with international experts and representatives of the SCIS, the Ministry of Interior, the Ministry of Defence and
of the General Staff of the Bulgarian Army with the participation of Mr. Boyko Kotsev i Deputy Minister of Interior, Mrs. Sonya
Yankulova i Deputy Minister of Interior, General Nikola Kolev 1 Head of the General Staff of the Bulgarian Army, Colonel
Nikolay Nikolov i Deputy- Director of the Military Counterintelligence 2003, Sofia
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{OBBlsjdz sBYH f fmMdzOoddydlsiy s MisttOddlsj ydzj dz2d dz0 ¢, 12 detsj d3oted
Working lunch with the ambassadors of the NATO member states, 12 November 2003, Sofia

LYyOMmisdj dzO o HiNj H O dive jdED rfsAIRC 5O O o OB Sls dzOls Cupdd | (iog WAHYH O @ b Fds@
At j6dBdOdzdzO MdekztedesMls yYtejL L Oh dds © Odp@ dzn © deadizlsdzsq j M fff @d s e d § tsdz€
steOMd &3d te W g tjledzjodz Ols Oh j, -B OH jdfisjjdgpttedf 2003 6., wl tBdWw d Y jtedzO GcBKO

Participation of the Chairperson of the SCIS Mrs. Tsveta Markova in a Conference for South-East ern Europe on AReg

Security through Data Protection and a meeting with Mr. Vasil Plachkov i Plenipotentiary Minister and Colonel Krasimir
Petrov-mi | i t ary at t ac-BbBecembed 200BpSerimdne Montenegro
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LYOMmisdj dzO | suRrR o L OffjlHOO dayjjlf IsigOdzeMit dSeVE0 € s dzh O
Participation of the SCIS in a MISWG meeting, 9 - 10 September 2004, Krakow, Poland

VUOMksdj dO fjnmjH®] &y | k0o POWEBEO, | dz) tOdkEZO OMO®E dj v d&O ¢ lsdzOdzsdyj ¢
LO oBHjdzj 2O ftoj csb i) BOtdsghOEde. , (dd, RISOddw

Participation of the Chairperson of the SCIS Mrs. Tsveta Markova in the 50th General Assembly of the Atlantic Association for
negotiations, 29 November - 5 December 2004, Rome, Italy
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2005

] sHEBIsodlsj dzdzO Mtej P © Mmi M MmMozeysdlsy LO fMmdcektedesfmls d Bh jMmilse jdz tojH
MdecktcdsMislsO dO [(otesf j2MCdwy Mmi ¢ iBOMstk yodmBdz| It Ot o¢, | ddf EWBSiHE alzd ¢ | €
GJj dzj W@O&tstc rdoCts r do-BIStc G Uzaffp ez [  dz@ig@lotstc Gl jod@ dinjQidz ¢ Is 2z 1 Jdgi2C2 tisdtg, G j dzj to
sdtoyts sdqacE Do HOt 1-dedzgf dsde” df ElsOdZOMse, 11 WjiottkOttd 2005 ¢., wuwtsWdw

Preparatory meeting with the security and public order services on the occasion of an inspection by the EU Security Authorities
with the participation of Major General Ivan Drashkov, Colonel Nikolay Nikolov, Major General Zhivko Zhivkov, Major General
Rumen Milanov, Major General Plamen Studenkov, Major General Kircho Kirov, Mr. Chavdar Penkov and Mr. Ognyan
Atanasov, 11 February 2005, Sofia

Rz 4 Sydwy b tstecOdzdlsj  5-1IY cdz@tcdds Mss®WH Wad. 4, 9
Inspection conducted by the EU Security authorities, 9 - 10 March 2005, Sofia
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12" O LO oL OdBRO L ONdEO d tBdj d 2O S\ fifdeWjdlsual JORMEY Effggl Hs@lskOd  dzO tsfiss R ¢
Gz 1BqCcdsj o |iSh Qi BHdAfE) Clsste dzO0 ¢cjdzyduhkO LO ol btj" dO Mdckedshls

7 Oftedd 2005 ¢., | OtkhOsO

Signing of the Agreement between the Government of the Republic of Bulgaria and the Government of the Republic of Poland
on mutual protection and exchange of classified information by Mrs. Tsveta Markova i Chairperson of SCIS and Mr. Zbigniew
Goszczynski i Deputy-Head of the Interior Security Agency of the Republic of Poland, 7 April 2005, Warsaw

ltejHuMmisOoadlsjdz dzO AjH]ORZAEZOSO OcGjdydw dO | jtedOddy L O Okadedlj dO 1w
HsCkdgjdelsd, HBCOLo ONG dzdf MOO 2O B G OeMS OO Mdzj HO o Olsj desOO ftej h b

Representative of the German Federal Agency on the DDR Archives presents a file to the SCIS, showing no evidence of
Bulgarian participation in the attempt on Pope John Paul Il, April 2005, Berlin
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t OBlsdO LOCEMCO M f tsidpdgdd Z@O[ 1), 6200 @fteddz 2005 &., wutWdw

Working breakfast with ambassadors of the EU member states, 20 April 2005, Sofia

1 sHY Mo Odzj dz0@ wfOLEdjddj BjyHE 1Oedlj disoslts &0 {jfkzBddSO 1 d
1l eyd® LO LONdlOO dzO BB dj d2" dzO C czofpd WAdow)dlsed d£Oa ileipiis BB jj 2" dz®ls [ g4 R
¢ dzj OB AOCLddiftj COEEMEO vftOo dj ddj | ] ddzs ©OL L zOo Odzj 2O ol Gi6
2O 1 0ydsdz0dzdzOIs© B®lsBteOdz0 dzO ( jfkBdZdS O i teydw, 17 ¢ ded 2005 ¢@¢., atsWdgw

Signing of the Agreement between the Government of the Republic of Bulgaria and the Government of the Hellenic Republic on
protection of exchanged classified information by Mrs. Tsveta Markova i Chairperson of SCIS and Major General Fragoulis
Fragos - Director of Military Intelligence Joint Directorate at the General Staff of National Defense of the Hellenic Republic,
17 June 2005, Sofia
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Discussions on expert level with the NSA of the French Republic on bilateral Agreement on mutual protection and exchange of
classified information, 29 - 30 June 2005, Paris, France

Htejh O dz0 ftojHMiHOOEK ode® Or ORECdso O ) fsMdzOddS O dz20 t jfzBdZd S O 11 dze Ot
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Gdz Ro Odz }ffilsdzdets i3sh j dz d3qfddzdipdse tdots 3ete s G OREd Y s z=&D! sazd 205 c., 1 Otsd
AtcOdeydw

Meeting of the Chairperson of the SCIS Mrs. Tsveta Markova with the Ambassador of the Republic of Bulgaria to the French
Republic Mrs. Irina Bokova during the discussions on expert level with the NSA of the French Republic on bilateral Agreement
on mutual protection and exchange of classified information with the participation of Mr. Ivan Petrov- Plenipotentiary Minister,
Mr. Dobromir Katsarski and Mr. Evlogi Popunkiov, 29 - 30 June 2005, Paris, France
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