REGULATION

ON THE CRYPTOGRAPHIC SECURITY OF CLASIFIED INFORMATION

Chapter One

GENERAL PROVISIONS

Article 1. This Regulation shall determine:

1.
The cryptographic security authorities in the Republic of Bulgaria;

2.
The terms and procedures for:

a)
applying cryptographic methods and means for the protection of classified information, as well as the production, storage and distribution of cryptographic keys;

b)
issuing general permissions and working permits of exploitation of cryptographic means;

c)
approving the application of cryptographic means.

Chapter two

CRYPTOGRAPHIC SECURITY AUTHORITIES

Section I

State Commission on Information Security 

Article 2. The State Commission on Information Security shall administer and control the activities related to the cryptographic security of classified information.

Section II

Cryptographic security authority of the Republic of Bulgaria

Article 3. The cryptographic security authority (CSA) of the Republic of Bulgaria, for the purpose of this Regulation, shall be the Communication Security Directorate of the Ministry of Interior.

Article 4. The cryptographic security authority of the Republic of Bulgaria shall:

1.
implement the national policy for cryptographic protection of classified information, in accordance with the Classified Information Protection Act (CIPA), this Regulation and all bylaws on the protection of classified information;

2.
issue directives and recommendations on all aspects of cryptographic security;

3.
evaluate and approve cryptographic methods and means for protection of classified information;

4.
participate in the overall security evaluation of cryptographic networks and in the approval procedure for their exploitation;

5.
produce and distribute cryptographic keys for protection of classified information in the cryptographic networks of the Republic of Bulgaria;

6.
participate in the overall security evaluation of systems for automated generation and distribution of cryptographic keys and in the approval procedure for their exploitation;

7.
coordinate and control the application, production and import of means for cryptographic protection of classified information;

8.
conduct training in cryptographic security and issue permissions for application of cryptographic means;

9.
conduct consultations on the activities of cryptographic security officers;

10.
permit and control the cryptographic security training conducted by other organizational units;

11.
draw up statements in cases of cryptographic security compromise;

12.
keep a record of the approved cryptographic means and networks.

Section III

Cryptographic security officer

Article 5. (1) A cryptographic security officer shall be appointed by a written order of the head of each organizational unit, which applies or intends to apply cryptographic means for protection of classified information.

(2) The cryptographic security officer shall be an officer from the information security administrative unit.

(3) The information security unit may have more than one cryptographic security officer, if necessary.

(4) The functions of cryptographic security officer may be performed by the information security officer.

Article 6. The cryptographic security officer shall be a person, who has been granted permission for application cryptographic means according to Article 46. 

Article 7. The cryptographic security officer shall:

1.
establish the necessary organization and provide the general administration and control of the cryptographic protection of the classified information in the organizational unit;

2.
organize the drawing up of the required documents for implementing the procedures in this Regulation;

3.
coordinate the establishment of rules for organizing the cryptographic protection of information in the organizational unit and action plans for critical situations, which shall be approved by its head;

4.
organize and provide the training of cryptographic security administrators and users of cryptographic means by:

a)
making a proposal to the information security officer as regards the imposition of functions according to Article 8 and Article 11;

b)
establishing their specific obligations related to cryptographic security;

c)
organizing or conducting their training;

d)
issuing working permits of cryptographic means;

e)
keeping a record of the issued working permits , suspending or terminating them;

5.
organize the delivery procedure and keeping a record of the cryptographic means and materials in the organizational unit;

6.
organize the storage and control of cryptographic means, materials and documentation, related to the cryptographic security of information in the organizational unit; 

7.
organize the destruction of cryptographic means, whose exploitation has been terminated;

8.
participate in the establishment of the circumstances related to cryptographic security compromise and presenting the results to the information security officer of the organizational unit, who shall inform CSA.

Section IV

Cryptographic security administrator

Article 8. (1) On proposal from the information security officer the head of the organizational unit shall impose obligations on the cryptographic security administrator by a written order.

(2) A cryptographic security administrator shall be appointed for each cryptographic network.

Article 9. The cryptographic security administrator shall be an officer from the organizational unit, who has been issued a working permit of cryptographic means according to Article 55, Paragraph 1.

Article 10. (1) The cryptographic security administrator shall:

1.
Organize the start of exploitation of the cryptographic network;

2.
Control the fulfillment of the operation instructions and organizational rules of cryptographic means by their users and inform them regularly about their obligations, related to the exploitation of cryptographic means;

3.
Provide the delivery of cryptographic materials, required for the cryptographic network operation;

4.
Exploit systems for automated generation and distribution of cryptographic keys, if any;

5.
Control the storage, use and destruction of cryptographic materials;

6.
Make regular inventories of the cryptographic means and materials applied in the cryptographic network, which he is in charge of, and report the results to the cryptographic security officer;

7.
Inspect the integrity of the protective packing of cryptographic materials upon their receipt and inventory and prior to their delivery and/or exploitation;

8.
Participate with the cryptographic security officer in establishing the circumstances of cryptographic security compromise.

9.
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(2) The functions in Paragraph 1 may be assigned to several officers according to Article 9.

Section V

Users of cryptographic means

Article 11. On proposal from the information security officer the head of the organizational unit shall impose obligations on users of cryptographic means.

Article 12. A user of cryptographic means shall be an organizational unit officer, who has been issued a working permit of cryptographic means in accordance with Article 55, Paragraph 1.

Article 13. The user of cryptographic means shall:

1.
Process classified information by cryptographic means;

2.
Exploit the cryptographic means in accordance with the organizational rules and operation instructions;

3.
Inform the cryptographic security administrator about every instance of failure of the cryptographic means and cryptographic security compromise.

Chapter three

CRYPTOGRAPHIC MEANS APPLICATION

Section I

 Starting the exploitation of cryptographic networks

Article 14. (1) Classified information shall be protected only by cryptographic means, which have been approved and registered by the Communication Security Directorate (CSA) according to Article 86 of the Classified Information Protection Act (CIPA).

(2) In case the approved cryptographic means imported or made in the Republic of Bulgaria possess the same qualitative and functional characteristics, the organizational units shall purchase and use only those made in the Republic of Bulgaria.

(3) Classified information in the missions of the Republic of Bulgaria abroad shall be protected only by cryptographic means produced in the Republic of Bulgaria.

(4) Classified information exchanged with international organizations or other countries, with which the Republic of Bulgaria has concluded agreements for mutual protection of classified information, may be protected by cryptographic means that have been approved by the country organizing the cryptographic network.

Article 15. The head of the organizational unit shall decide on the necessity of using cryptographic means for the protection of classified information in the unit.

Article 16. In the cases of Article 15 the head of the organizational unit shall file an application with CSA with the following contents:

1.
Description of the type of the envisaged cryptographic means;

2.
Security level of the classified information to be protected;

3.
Description of the envisaged manner of exploitation – as an independent cryptographic network or a part of an automated information system or network (AIS or network);

4.
Description of the physical environment of exploitation of the cryptographic means, when they are not part of AIS or network.

Article 17. (1) Within 15 working days after the application receipt CSA shall give or refuse consent to the exploitation of cryptographic means according to Article 16, Subparagraph 1, about which it shall inform the organizational unit in writing.

(2) The refusal in Paragraph 1 shall contain the conditions for consent.

Article 18. A procurement procedure for delivery of cryptographic means shall be opened after the consent in Article 17, Paragraph 1.

Article 19. The start of exploitation of cryptographic networks for classified information protection shall require the availability of the following:

1.
Cryptographic means, which are approved and individually examined by CSA;

2.
Cryptographic security administrator and users of cryptographic means in the organizational unit.

3.
Implemented legal requirements on physical and documentary security, corresponding to the security level of the cryptographic means and the protected classified information, which shall be certified by the relevant authority;

4.
Fulfilled exploitation conditions for the cryptographic means, defined in their certificates of approval;

5.
Organizational rules and operating instructions in the area of cryptographic security, which are drawn up by the organizational unit and approved by CSA;

6.
Plan of action in critical situations, elaborated by the organizational unit.

Article 20. (1) After verification of the fulfilled requirements in Article 19 the start of exploitation of the cryptographic network shall be approved with a decision of a commission, consisting of representatives of CSA and the administrative security unit of the organizational unit.

(2) The commission in Paragraph 1 shall be appointed by order of the heads of CSA and the organizational unit.

(3) In the process of verification according to Paragraph 1 CSA may set additional security requirements, which must be fulfilled prior to the issued decision.

Article 21. (1) The decision in Article 20, Paragraph 1 shall contain:

1.
Identification of the approved cryptographic means;

2.
Security level of the classified information, which may be protected by the approved cryptographic means;

3.
Mandatory exploitation requirements, which guarantee the protection of the classified information at the relevant security level.

(2) The decision in Paragraph 1 and the documents in Articles19 and 20 shall be entered in the file according to Article 22, Paragraph 1.

Article 22. (1) CSA shall keep a register and file of the materials related to the exploitation of cryptographic means.

(2) The documents in Articles 16 and 17 shall be entered in the file in Paragraph 1.

Article 23. Cryptographic means and materials shall be classified at a level not lower than the security level of the information for which the cryptographic means has been approved.

Article 24. (1) Only classified information with security level SECRET and down can be protected by cryptographic means thru communication channels.

(2) TOP SECRET information may be protected by cryptographic means at the SECRET security level only in combination with measures from the other types of security, corresponding to the TOP SECRET level.

Section II

Cryptographic means exploitation

Article 25. (1) Cryptographic means shall be exploited in accordance with the organizational rules and instructions for application of cryptographic means and management of cryptographic keys.

(2) All changes in the rules and instructions in Paragraph 1 shall be approved by CSA.

Article 26. (1) Cryptographic means shall be exploited after implementing physical and documentary security measures, which correspond to the security level of the cryptographic means and the protected classified information.

(2) Exploitation of newly purchased cryptographic means shall be permitted only after their individual examination by CSA.

(3) Cryptographic means shall be stored and transported with erased cryptographic keys.

Article 27. (1) The initial use of cryptographic keys shall be preceded by inspection of the intactness of their protective packing and in cases of suspected compromise, the cryptographic security officer shall be duly informed.

(2) Throughout the exploitation period of the cryptographic means the cryptographic materials shall be stored in a manner precluding unauthorized access to key information. 

(3) Cryptographic keys shall be destroyed when their use is no longer considered necessary and in accordance with the procedure defined in the operating instructions.

Article 28. (1) In case of necessary repair of the cryptographic means the cryptographic security administrator shall undertake adequate steps to prevent unauthorized access to the classified information and cryptographic keys, which are stored in the means to be repaired.

(2) The cryptographic security officer shall inform CSA in writing about the identification numbers of the cryptographic means to be repaired.

(3) CSA can demand inspection of the damaged cryptographic means prior to their repair.

(4) The repair shall be completed on the territory of the Republic of Bulgaria.

(5) After the repair and prior to their renewed exploitation the cryptographic means shall undergo inspection by CSA for verifying their cryptographic characteristics.

Article 29. In cases of irreparable damage the cryptographic means shall be destroyed according to the procedure in Article 32.

Section III

Termination of cryptographic means exploitation 

Article 30. Cryptographic means exploitation shall be terminated in the following cases:

1.
The exploitation of cryptographic means in the organizational unit is no longer necessary, about which CSA shall be informed in writing;

2.
The exploited cryptographic means is incapable in providing the required level of protection of classified information, which shall be certified by CSA.

Article 31. Upon termination of cryptographic means exploitation according to Article 30, they shall be destroyed in accordance with the procedure in Article 32 or the cryptographic security officer shall organize the storage of these means and their exploitation documents.

Article 32. (1) Destruction of cryptographic means shall be implemented by a commission appointed by a written order of the head of the organizational unit.

(2) The commission in Paragraph 1 must include the cryptographic security officer and administrator.

(3) The commission shall destroy all unused cryptographic keys for these means.

(4) Destruction of cryptographic means and materials shall be implemented in a manner precluding the extraction of cryptographic information.

(5) Destruction of cryptographic means shall be documented by a protocol.

(6) A list of the destroyed cryptographic means shall be sent to CSA. 

Section IV

Production, storage and distribution of cryptographic keys

Article 33. (1) Production, storage and distribution of cryptographic keys for protection of classified information in the cryptographic networks of the Republic of Bulgaria shall be implemented by CSA or the organizational units according to the procedure in Articles 34 and 35. 

(2) Cryptographic key materials shall be marked by name, serial number, duplicate number and security level of the contained information. When the individual elements of the cryptographic key material are in a single protective packing, they need not be marked with all  markings on the packing. 

Article 34. (1) The organizational units may exploit systems for automated generation and distribution of cryptographic keys (SAGDCK) under the following conditions:

1.
The SAGDCK shall be approved by CSA;

2.
The implemented physical and documentary security measures shall correspond to a classification level not lower than the level of the produced cryptographic keys, which shall be certified by a competent authority act;

3.
The SAGDCK exploitation conditions, defined in its certificate of approval, shall be complied with;

4.
A cryptographic security officer or administrator shall be trained in SAGDCK operation by CSA and the supplier. 

(2) The start of exploitation of the SAGDCK shall be certified by a decision of a commission, consisting of representatives of CSA and the administrative security unit of the organizational unit, after verified fulfillment of the requirements according to Paragraph 1.

(3) The commission in Paragraph 2 shall be appointed by order of the heads of CSA and the organizational unit.

Article 35. (1) Storage and distribution of cryptographic materials shall be executed at a cryptographic registry office, which is part of the registry office of the organizational unit according to Article 51, Paragraph 1 of the Regulations Implementing the CIPA or at an independent registry office, established on the basis of Article 51, Paragraph 3 of the same Regulations. The cryptographic registry office shall be a separate entity in Class I security zone.

(2) The head of the organizational unit shall appoint a chief officer and a deputy for the cryptographic registry office, who shall enter in a record, store and distribute the cryptographic materials. These officers shall be issued working permits  of cryptographic security administrators according to Article 53. The chief cryptographic registry officer (or their deputy) shall be personally responsible for protecting cryptographic materials against unauthorized access.  

(3) Cryptographic materials shall be stored in separate safes at the registry offices in Article 51, Paragraph 1 of the Regulations Implementing the CIPA.

(4) Cryptographic materials shall be entered in separate registers.

(5) Transfer of cryptographic materials shall be performed according to the procedure for transfer of materials containing classified information, envisaged by the Regulations Implementing the CIPA. The sender shall mark the internal casing of the packages with TO BE OPENED BY THE CHIEF CRYPTOGRAPHIC REGISTRY OFFICER (the full name is given). The recipient of the materials shall send a written confirmation of their receipt and shall inform about established discrepancies, if any, in the casing or content of the packages. Confirmation letters shall be stored as long as the accompanying letters to the cryptographic materials are stored. 

(6) The cryptographic security officer shall organize regular inventories, at least once a year and in cases of replacement of the chief cryptographic registry officer, of the cryptographic means and materials in the organizational unit. The cryptographic security officer shall draw up a general report on the inventory results and shall present it to the information security officer. 

Section V

Control of cryptographic means application

Article 36. (1) Control of cryptographic means application shall be implemented by CSA and the cryptographic security officers and administrators.

(2) Within the National Intelligence Service and the Defense Information Service of the Ministry of Defense CSA shall implement control according to Paragraph 1 by using their security structures.

(3) Control shall be implemented over the organization, manner and conditions of application and storage of cryptographic materials.

(4) Control shall be implemented in the form of inspections at the organizational units.

Article 37. (1) Prior to the inspection in Article 36, Paragraph 4 CSA shall inform the head of the organizational unit in writing.

(2) Inspection shall be conducted by a commission consisting of CSA officers, appointed by order of its head.

(3) The commission shall conduct the inspection jointly with the cryptographic security officer and other officers from the administrative security unit of the organizational unit.

(4) During inspection the commission shall have the right of access to objects, premises and materials related to cryptographic security.

(5) For the purpose of exercising the right of access in Paragraph 4 the head of the organizational unit shall issue an order for opening an access procedure.

(6) Inspection results shall be documented by a protocol in two copies – one for CSA and one for the organizational unit.

(7) In case of established breach the exploitation of the cryptographic means shall be terminated until rectification, which shall be entered in the protocol in Paragraph 6.

Article 38. Cryptographic security officers and administrators shall implement permanent control over the application of cryptographic means within their obligations, imposed by this Regulation or by the head of the organizational unit. 

Section VI

Cryptographic means application in complex conditions

Article 39. (1) Prior to the start of exploitation of cryptographic networks in complex conditions the organization units shall set minimum cryptographic security requirements, corresponding to the ones in Article 19.

(2) The requirements in Paragraph 1 shall be approved by CSA.

Article 40. (1) The start of exploitation of cryptographic networks, which function in complex conditions temporarily, shall be implemented by an order of the head of the organizational unit or a person authorized by him and under the control of the cryptographic security officer of the organizational unit.

(2) The start of exploitation of cryptographic networks, which function in complex conditions permanently, shall be implemented according to the procedure in Section I of this Chapter.

Section VII

Handling of cryptographic security compromise

Article 41. In cases of suspected or actual cryptographic security compromise the information security officer in the organizational unit shall:

1.
Take measures to avoid or limit the negative consequences;

2.
Immediately inform CSA.

Article 42. (1) On proposal from the information security officer, the head of the organizational unit shall appoint commission for establishing the circumstances related to the cryptographic security compromise.

(2) The commission in Paragraph 1 shall include the cryptographic security officer and administrator.

(3) The findings of the commission shall be entered in a protocol, including all established circumstances and conclusions.

(4) The protocol in Paragraph 3 shall be presented to the head of the organizational unit and a copy shall be sent to CSA.

Article 43. On the basis of the protocol in Article 42, Paragraph 3 CSA shall draw up a statement, which shall be sent to the State Commission on Information Security and the organizational unit.

Chapter four

ISSUANCE OF GENERAL PERMISSIONS AND WORKING PERMITS OF CRYPTOGRAPHIC MEANS EMPLOYMENT AND CRYPTOGRAPHIC SECURITY TRAINING

Section I

Permissions for employment of cryptographic means

Article 44. Permission for employment of cryptographic means shall be issued by CSA to an officer from the administrative security unit, who performs the obligations of a cryptographic security officer and:

1.
has undergone a vetting procedure according to Article 46 Subparagraph 3 of the CIPA and has been issued permission for access to classified information at the TOP SECRET level;

2.
has completed CSA training successfully according to Article 88, Paragraph 1 of the CIPA and has been issued a certificate under Article 65.

3.
whose permission for employment of cryptographic means has not been suspended;

4.
has not been imposed other obligations, which could interfere with the performance of the functions of cryptographic security officer.  

Article 45. For the purpose of issuing permission under Article 44 the head of the organizational unit shall file an application with the CSA head, including the following:

1.
full name and PIN of the officer under Article 44;

2.
organizational unit, to which he belongs;

3.
number and date of the permission for access to classified information at the TOP SECRET level;

4.
number and date of the certificate of training under Article 65.

Article 46. (1) Permission for employment of cryptographic means shall be issued by the CSA head or an officer authorized by CSA within 7 working days after the receipt of the application in Article 45.

(2) The permission in Paragraph 1 shall be issued in two copies.

(3) A copy of the permission in Paragraph 1 shall be sent to the head of the organizational unit.

Article 47. The permission for employment of cryptographic means shall include:

1.
reference number;

2.
legal basis for the issued permission;

3.
issuing authority;

4.
full name and PIN of the person, to whom the permission is issued;

5.
organizational unit, in which the person works;

6.
validity period of the permission;

7.
date and place of issuance;

8.
signature and seal.

Article 48. (1) Permission for employment of cryptographic means shall be issued for a period of 5 years.

(2) No later than 3 months prior to the permission expiry date under Paragraph 1 the head of the organizational unit shall open a new issuing procedure according to Article 45.

Article 49. CSA shall suspend permission for employment of cryptographic means on written proposal from the information security officer, when:

1.
The person has committed a breach with consequent cryptographic security compromise;

2.
The person has committed a number of breaches, which has posed a risk of cryptographic security compromise;

3.
The permission for access to classified information at the TOP SECRET level has been suspended.

(2) Permission suspension shall be executed by a written act.

Article 50. (1) CSA shall terminate the permission for employment of cryptographic means on a written proposal from the information security officer when:

1.
The permission validity has expired;

2.
The permission for access to classified information at the TOP SECRET level has been terminated;

3.
The performance of cryptographic security obligations has been terminated.

(2) The permission termination shall be executed by a written act. 

Article 51. (1) CSA shall inform the head of the organizational unit in writing about the suspension or termination of the permission for employment of cryptographic means.

(2) After notice under Paragraph 1 the organizational unit shall return the permission for employment of cryptographic means to CSA.

Article 52. CSA shall keep a record of the issued permissions for employment of cryptographic means and store their respective files.

Section II

Working permit of cryptographic means

Article 53. working permit of cryptographic means (hereinafter “permit”) shall be issued to an officer from the organizational unit, who performs the obligations of cryptographic security administrator or user of cryptographic means:

1.
who has undergone a vetting procedure and gained permission for access to classified information at the respective level as follows:

a)
cryptographic security administrator – level of classification equal to or higher than the level of the cryptographic means and materials to be employed depending on the number of attached cryptographic networksbut not below CONFIDENTIAL ;

b)
user of cryptographic means – level corresponding to the classification level of the information, to which he has access within his official obligations;

2.
who has been issued a certificate of completed training under Articles 65 or 66.

3.
whose working permit of cryptographic means has not been suspended;

4.
who has not been imposed other obligations, which could interfere with the performance of the functions of cryptographic security administrator.  

Article 54. (1) Working permit of cryptographic means shall be issued by the cryptographic security officer per sample (Annex 1).

(2) Storage of the working permit  in Paragraph 1 shall be organized by the cryptographic security officer.

Article 55. Working permit of cryptographic means shall include:

1.
reference number;

2.
legal basis for issuance;

3.
issuing authority;

4.
full name and PIN of the person, to whom the permit is issued;

5.
functions of the person, related to cryptographic security;

6.
the identity of cryptographic network in which the person fulfill these functions;

7.
organizational unit, to which the person belongs;

8.
cryptographic means, for which the permit is issued;

9.
validity period;

10.
date and place of issuance;

11.
signature and seal.

(2) A copy of the permit for cryptographic security administrators shall be sent to CSA.

(3) CSA shall keep a record of the working permits  of cryptographic means issued to cryptographic security administrators.

Article 56. (1) Working permit of cryptographic means shall be issued for a period of 5 years.

(2) Prior to the expiry date of the permit the officers shall pass training before gaining new permission.

Article 57. (1) The cryptographic security officer shall suspend the working permit of cryptographic means, when:

1.
The person has committed a breach with consequent cryptographic security compromise;

2.
The person has committed a number of breaches, which has posed a risk of cryptographic security compromise;

3.
The permission for access to classified information has been suspended.

(2) Working permit suspension shall be executed by a written act (Annex 2).

Article 58. The cryptographic security officer shall terminate the working permit of cryptographic means when:

1.
The certificate validity has expired;

2.
The permission for access to classified information has been terminated;

3.
The performance of obligations of cryptographic security administrator or user of cryptographic means has been terminated.

(2) The working permit termination shall be executed by a written act (Annex 3). 

Article 59. The cryptographic security officer shall inform CSA in writing about the terminated or suspended working permits of cryptographic security administrators.

Article 60. The cryptographic security officer shall keep a record of the working permits of cryptographic means.

Section III

Cryptographic security training

Article 61. Cryptographic security training shall include:

1.
training in cryptographic security rules and principles of organization;

2.
training in cryptographic means employment.

Article 62. Training in Article 61, Subparagraph 1 shall be conducted by:

1.
CSA – of cryptographic security officers;

2.
CSA or cryptographic security officers – of cryptographic security administrators;

3.
cryptographic security officers or administrators – of users of cryptographic means. 

Article 63. Training in Article 61, Subparagraph 2 shall be conducted by:

1.
suppliers or producers of cryptographic means;

2.
CSA officers or cryptographic security officers and administrators, who has been authorized by the supplier or producer to conduct the training.

Article 64. Training of cryptographic security officers shall be conducted while the performed obligations are interrupted for a period approved by the organizational unit.

(2) CSA shall conduct a regular additional training of cryptographic security officers.

Article 65. (1) The cryptographic security officers and administrators who have passed CSA training shall be granted a certificate.

(2) The right of training, if any, shall be noted in the certificate in Paragraph 1.

(3) Certificate in Paragraph 1 shall be issued for a maximum period of 5 years.

Article 66. The cryptographic security administrators and the users of cryptographic means who have passed training at the organizational unit shall be granted a certificate (Annex 4).

(2) The right of training, if any, of cryptographic security administrators shall be noted in the certificate in Paragraph 1.

(3) Certificate in Paragraph 1 shall be issued for a maximum period of 5 years.

(4) The received marks during the training may be attached to the certificate.

Article 67. (1) Training of cryptographic security administrators and users of cryptographic means shall be conducted if the following conditions are fulfilled:

1.
premises protected by physical and documentary security measures, certified by a competent authority;

2.
equipment and facilities, required for conducting the training;

3.
training programs approved by CSA;

4.
cryptographic security officers with certificates under Article 65, Paragraph 2;

5.
cryptographic security administrators with certificates under Article 65, Paragraph 2 or Article 66, Paragraph 2.

(2) If the conditions in Paragraph 1 are fulfilled, CSA shall grant permission for training under Paragraph 1 in connection with Article 88, Paragraph 3 of the CIPA.

(3) Training centers for the purpose of Paragraph 1 may be established within state and local government authorities with more than one organizational unit.

(4) Control of the training process and conditions shall be implemented by CSA according to the procedure of Articles 36 and 37.

Chapter five

APPROVAL OF CRYPTOGRAPHIC MEANS APPLICATION

Section I

General terms and procedure for approval of cryptographic means

Article 68. Approval of a cryptographic means for classified information protection may be demanded by:

1.
a person who has been registered under the Commerce Act of the Republic of Bulgaria and represents more than 50 % Bulgarian participation;

2.
an organizational unit, if it produces the cryptographic means.

Article 69. The person or organizational unit in Article 68, hereinafter “applicant”, shall file an application with the CSA head for approval of a cryptographic means for classified information protection, hereinafter “approval”.

Article 70. Application in Article 69 shall include:

1.
name, head-office and mail address of the applicant;

2.
name and full type indication of the cryptographic means;

3.
function of the cryptographic means and the security level for which it is to be applied;

4.
name, head-office and mail address of the producer.

(2) When the application is filed according to Article 68, Subparagraph 1, it shall be supplemented with:

1.
a legal document, certifying the circumstances entered in the trade register and all consequent changes in them;

2.
copies of the documents, certifying the tax registration and registration at the National Statistical Institute (BULSTAT). 

(3) In addition to the supplements in Paragraph 2 the certificate shall be supplemented with:

1.
a full set of documents of the cryptographic means, containing exhaustive information (including layout drawings, schematics, circuit diagrams, program source code), which allows verification of:

a)
the implemented cryptographic algorithms, their initialization methods, operation modes, formats of incoming and outgoing data;

b)
the cryptographic keys, their generation methods, including tests for checking the characteristics of random series, distribution options and formats, storage and protection;

c)
technical access control to the cryptographic means;

d)
blocking mechanisms and alarms in cases of defects or improper work in the cryptographic means. 

e)
security measures against compromising electromagnetic emanations

f)
full description of application methods if it is part of ADP system.

2.
a description of possible methods for verification under Paragraph 1;

3.
operation instructions, security requirements during operation and generation and management of cryptographic keys;

4.
the required number of functioning samples of the cryptographic means, including key and other materials, required for its exploitation, as well as a key generation device, if it is a separate item;

5.
documents, certifying the fulfillment of safety and environment protection regulations, the technical parameters and the electromagnetic compatibility of the cryptographic means;

6.
a written declaration of the applicant, stating that:

a)
the cryptographic means does not perform additional functions, not mentioned in the presented documentation;

b)
he shall provide a full correspondence between the functional and technical parameters and those of the samples in Subparagraph 4;

c)
he shall provide servicing in and out of the guarantee period on the territory of the Republic of Bulgaria.

(4) Materials in Paragraph 3, Subparagraphs 1-5 may be presented to CSA by the producer.

(5) Materials in Paragraph 3 shall be presented in Bulgarian or English as regards the imported cryptographic means and in Bulgarian as regards the ones produced in the Republic of Bulgaria.

(6) During the approval procedure CSA may demand additional information and technical means for its completion.

Article 71. During the approval procedure CSA shall:

1.
check the completeness of the filed application and the supplemented documents;

2.
check the functional characteristics of the presented samples of the cryptographic means, which is subject to approval procedure;

3.
conduct analytical, programming and technical tests;

4.
evaluate the protection against compromising electromagnetic emanations.

Article 72. (1) CSA shall issue a certificate of approval for each approved cryptographic means.

(2) Separate key generating means shall be issued separate certificates of approval.

(3) In case the cryptographic means is not approved, CSA shall inform in writing the applicant.

Article 73. (1) Certificate of approval shall contain:

1.
certificate number;

2.
identification of the respective cryptographic means;

3.
identification of the certificate holder;

4.
identification of the producer of the cryptographic means;

5.
level of classification of information for which the cryptographic means is approved;

6.
date and place of issuance;

7.
signature of the CSA head or a person authorized by the CSA head and seal. 

(2) Certificate of approval shall be supplemented with the validity terms, which include:

1.
conditions for exploitation of the cryptographic means;

2.
validity limits, if any.

Article 74. (1) CSA shall keep a record of the approved cryptographic means and files of materials related to the approval procedure. 

(2) Files under Paragraph 1 shall be stored for a five-year period after termination of the exploitation of the cryptographic means.  

Article 75. After approving the cryptographic means CSA shall:

1.
return the key generating means, if any, to the applicant;

2.
retain a sample of the cryptographic means as a standard up to the termination of its exploitation.

Article 76. In case of refused approval of a cryptographic means CSA shall restore the means and materials according to Article 70, Paragraph 3, Subparagraph 4.

Article 77. (1) The validity period of the certificate in Article 72, Paragraph 1 shall be terminated in cases of established ineffectiveness of the approved cryptographic means in providing the required level of protection of the classified information, which shall be certified by CSA.

(2) In the cases of Paragraph 1 CSA shall inform the applicant and the organizational units in which the cryptographic means is exploited.

Section II

Additional terms for approval of imported cryptographic means

Article 78. Imported cryptographic means shall be approved for protection of classified information up to and including the CONFIDENTIAL level.

Article 79. (1) For the purpose of approval of imported cryptographic means the applicant must have been granted import permission in accordance with the Law on the Control over the Foreign Trade with Weapons, Goods and Technologies with Potential Dual Application and must have fulfilled the terms of Section I.

(2) Approval procedure in Paragraph 1 shall be executed in accordance with Section I.

Article 80. In case the applicant under Article 79, Paragraph 1 holds certificates or other similar documents issued for the cryptographic means, he shall supplement copies of them to the application in Article 69.

Section III

Additional terms for approval of cryptographic means designed and produced in the Republic of Bulgaria

Article 81. (1) Prior to the production of cryptographic means for classified information protection, the applicant in Article 69 shall inform CSA in writing.

(2) The written notice shall precede the filing of the application in Article 69.

(3) The applicant shall supplement the application with:

1.
A description of the functional characteristics of the cryptographic means, including the envisaged classification level of the information to be protected;

2.
A list of the officers participating in the elaboration and the identification data of their permissions for access to classified information at a level corresponding to the one mentioned in Subparagraph 1;

3.
The identification data of the security certificate according to Article 96, Paragraph 1 of the CIPA as regards the persons under Article 68, Paragraph 1.

Article 82. In case the elaboration is assigned by the organizational unit, the task shall receive CSA approval beforehand.

Article 83. CSA shall, on the basis of the notice in Article 81, present to the applicant:

1.
mandatory cryptographic security requirements, which must be fulfilled by the cryptographic means;

2.
a cryptographic algorithm or a software or hardware module realizing the cryptographic algorithm, which is to be used in the cryptographic means.

Article 84. During the elaboration process CSA shall consult the applicant and, if necessary, shall set additional requirements for the cryptographic means.

Article 85. (1) After the completion of elaboration, the applicant shall file the application in Article 69.

(2) In addition to the supplements in Article 70 the person in Article 68, Subparagraph 1 shall submit a written declaration of his ability to provide the overall production of the components, which realize the cryptographic functions on the territory of the Republic of Bulgaria. 

(3) Approval procedure shall be executed according to Section I. 

Article 86. (1) In case of established faults in the cryptographic characteristics of the means undergoing the approval procedure, CSA shall inform in writing the applicant and shall set a deadline for correcting the faults.

(2) In case the applicant does not meet the deadline for correcting the faults, CSA shall cancel the approval procedure.

Article 87. CSA shall implement control over the process of elaboration and production of cryptographic means.

Article 88. (1) The applicant shall not have the right to apply the cryptographic algorithms and components in Article 83, Subparagraph 2 or their modifications in models of cryptographic means, which are not designated for classified information protection in the Republic of Bulgaria.

(2) Export of cryptographic means shall be allowed with export permission in accordance with the Law on the Control over the Foreign Trade with Weapons, Goods and Technologies with Potential Dual Application.

(3) For the purpose of issuing permission under Paragraph 2 CSA shall state its expert opinion with regard to the fulfillment of the requirement in Paragraph 1. 

ADDITIONAL PROVISIONS

§ 1. For the purpose of this Regulation: 

1.
“Cryptographic security” is the application of cryptographic methods and means for transforming classified information during its storage and transfer, with the aim of protecting it against unauthorized disclosure. 

2.
“Cryptographic means” is a technical device, a software program or coding means, used for cryptographic security of classified information or for generation and testing of cryptographic keys.

3.
“Cryptographic material” means cryptographic keys on different material media.

4.
“Cryptographic network” is a combination of compatible, approved cryptographic means with common administration of the cryptographic materials, which provides the cryptographic security of the exchanged classified information. 

5.
“Cryptographic security compromise” is an event, which creates conditions for or leads to unauthorized access to cryptographic means and materials or processed classified information. These events can be the following:

-
cryptographic: failure or improper functioning of the cryptographic means, improper use of the cryptographic means or materials (damaged packing, faulty, substituted or repeatedly used key material, use of the cryptographic key beyond the permitted period, unauthorized use of self-made keys, changes in key series), exploitation of cryptographic means by unauthorized personnel, use of unprotected communication channels for detailed clarification of failures of cryptographic means, unauthorized modification of cryptographic means; 

-
personal: actions or circumstances, related to persons who have been issued general permission or working permit of cryptographic means, which could endanger cryptographic security (treason, sabotage, divulging of information, related to cryptographic means and materials);

-
physical: theft, loss, improper transporting (wrong recipient or use of unauthorized transport channels for distribution, improper packing or damaged packing of the package), improper destruction, allowing the retrieval of key information, uncontrolled storage, allowing unauthorized access to key material, storage of cryptographic means or materials, which have been entered in the inventory as destroyed, inexplicable damages or removal of the protective casing of cryptographic keys, attempts at extracting a key from the cryptographic means (activation of protective alarms, unauthorized erasure of keys).   

6.
“Coding means” are cryptographic means on a paper medium, by which the classified information is transformed with the help of substitution ciphers.

7.
“Critical situation” is a situation caused by any event, which can lead or has led to cryptographic security compromise in a particular cryptographic network.

8.
“Complex conditions” are specific conditions for exploitation of the cryptographic networks, which put the cryptographic security at a higher risk and/or embarrass or preclude the implementation of all the required security measures.

§ 2. (1) The planning, organization, realization, administration and control of the cryptographic security of classified information of the Supreme High Command in wartime shall be assigned to the General staff of the Bulgarian Army and the Communication Directorate of the Ministry of Interior.

(2) For the purpose of carrying out the functions and tasks in Subparagraph 1 the heads of the ministries and departments shall draw up the required documents for the cryptographic networks of the Supreme High Command, which shall then be approved by the General Staff of the Bulgarian Army.

(3) The telephone communication of the state governing authorities from the points of the Supreme High Command and the control points of the ministries and departments shall be planned jointly by the General Staff of the Bulgarian Army and the Communication Directorate of the Ministry of Interior. The administration, organization, exploitation and control shall be assigned to the Communication Directorate of the Ministry of Interior.

(4) The cryptographic protection of the communication systems required by the state authorities, ministries and departments shall be organized and implemented by the Communication Directorate of the Ministry of Interior.

(5) The cryptographic protection of the communication systems in the control points of the ministries and departments shall be planned jointly by the General Staff of the Bulgarian Army and the Communication Directorate of the Ministry of Interior. Their administration, organization and exploitation shall be implemented by the Communication Directorate of the Ministry of Interior.

§ 3. The officers in the organizational units, who use or store cryptographic materials or maintain cryptographic means, shall receive extra monthly payment, the size of which shall be determined by the heads of the organizational units.

TRANSITIONAL AND FINAL PROVISIONS

§ 4. (1) The cryptographic means and networks for classified information protection, which have been in use up to the enforcement of this Regulation, shall be considered approved for a period of 24 months and shall then be subject to approval in accordance with this Regulation.

(2) Within two months after the enforcement of the Regulation the heads of the organizational units shall inform CSA in writing about the exploited cryptographic networks and the type and number of cryptographic means in them.

(3) The applications for the exploitation of the cryptographic networks in Paragraph 2 shall be filed no later than 6 months after the enforcement of the Regulation. 

§ 5. Within 2 years after the enforcement of the Regulation CSA shall organize and provide the implementation of Article 14, Paragraph 3.

§ 6. This Regulation is adopted on the basis of Article 85 of the CIPA.

