REGULATIONS ON THE GENERAL REQUIREMENTS SAFEGUARDING THE INDUSTRIAL SECURITY

CHAPTER ONE

GENARAL PROVISIONS

Art.1 (1) These regulations shall lay down the general requirements for safeguarding the industrial security.

(2) The general requirements for safeguarding the industrial security related to the signing and implementing of contracts under Art.95, Paragraph 1 of the Classified Information Protection Act (CIPA) shall apply to:

1. the preparatory activities and negotiations prior to signing a contract;

2. the contents of contract

3. the signing and performance of contract

4. the activities after termination of contract

Art.2 These regulations apply also to the contracts, the signing and implementing of which is related to foreign classified information unless otherwise provided in an international treaty to which the Republic of Bulgaria is a party.

Art.3 The rules of these regulations shall also apply to the contracts with subcontractors when the signing of such contracts are envisaged or when the implementation of contract requires signing of contracts with subcontractors.

CHAPTER TWO

GENERAL REQUIREMENTS FOR SAFEGUARDING THE INDUSTRIAL SECURITY

Section One

Preparatory Activities of Identifying a Contractor

Art.4 (1) Prior to commencing the procedure of negotiations and of identifying a contractor the organizational unit-ordering the contract shall draft a schedule of classification of stages concerning the implementing of the contract. The schedule is an inseparable part of the contract.

(2) The schedule under Paragraph 1 includes the subject of the contract, the stages, the activities and the tasks related to its fulfillment as well as the level of the related information classification.

(3) The schedule under Paragraph 1 shall be approved by the competent authority under Art.95, Paragraph 3 of the CIPA.

Art.5 (1) Prior to commencing the negotiations concerning the signing of contracts under Art.95, Paragraph 1 of the CIPA the head of the  organizational unit-ordering the contract shall determine and inform the person/persons which are potential applicants for signing a contract and advise the competent authorities on conducting clearance procedure according to the provisions of the CIPA and the Implementing Rules of the Classified Information Protection Act (approved by government decree No 276/2002 and published in the Official Gazette, No115/2002)

(2) Upon receiving the information on the issuance of a security certificate, a clearance for access or a confirmation under Art. 95, Paragraph 3 of the CIPA , the applicant shall receive from the head of the organizational unit an invitation for participation in negotiating and identifying contractor procedure.

Art.6 (1) No person shall be invited to take part in conducting negotiations and identifying a contractor procedure unless such a person has been issued a security certificate, a clearance for access or a confirmation corresponding to the highest level of classification according to the schedule under Art.4, Paragraph 1.

(2) Control stations – branches of registry of the entity-ordering the contract shall be established when during the conducting negotiations and identifying a contractor procedure classified information must be exchanged between applicants which do not maintain a  classified information registry.

(3) The control stations opened by the applicants which have not been nominated for contractors shall be closed upon completion of the identifying a contractor procedure.

(4) The applicant approved for contractor shall open a classified information registry and after which the control station shall be closed.

Art.7 (1) In the event of withdrawal from taking part in the negotiating and identifying a contractor procedure the applicants shall return to the entity-ordering the contract the classified information together with the lodgment of denial.

(2) When the applicant has not been identified for a contractor the latter shall return the obtained classified information within the time limit fixed by the principle.

Art.8 (1) Minutes of all meetings related to the negotiating process shall be kept including the specifying data of the participants, the negotiating parties they represent, the timing and the purpose of the meetings.

(2) No minutes under Paragraph 1 shall be stored after the performance of contract unless they contain classified information.

Art.9 The negotiations and the procedures of identifying a contractor related to classified information access shall be held in premises meeting all the classified information protection requirements.

Section Two

Requirements for the Contents of Classified Information Contracts

Art.10 (1) The specific requirements for the protection of classified information related to the volume and level of security classification, the persons being granted an access hereto and the clauses of responsibility in cases of not meeting the industrial security requirements shall be explicitly stated out in the contract.

(2) The specific requirements under Paragraph 1 shall contain the following obligations:

1. designation of the officer in line with Art.11, Paragraph 1 and Art.12 , Paragraph 1;

2. interaction with the competent security service under Atr.11, Paragraphs 2 and 3 of the CIPA;

3. prohibition of multiplication of classified information unless that has been permitted in the contract and only upon consent of the ordering entity;

4. submission of the necessary information about persons the activities of which shall require classified information access to the appropriate competent security service under Art.11, Paragraph 2 and 3 of the CIPA;

5. restriction on the release of classified information to a minimum number of persons in accordance with the need-to-know principle;

6. maintaining of a topical list of persons having been granted access to classified information in connection with a contract containing data about the date of clearance issuance and the term of its validity, the level of classification and the volume of information the persons have been granted access to in connection with the performance of the contract, as well as the tasks they fulfill ;

7. denial of access to  classified information to each person that does not meet the requirements under Art.3 of the CIPA;

8. each person having been granted access to classified information shall sign a free text declaration stating out his or her obligation to protect the information he or she has been obtained knowledge of during the implementing of contract and his or her responsibility in case of unauthorized access;

9. immediate notification of the appropriate competent authority under Art.11, Paragraphs 2 and 3 of the CIPA on each attempt, carrying out or doubt of conducted unauthorized access to classified information under the contract, doubt of committed crime connected with unauthorized access to classified information under the contract, changes in the conditions being reason for the issuance of the certificate under Art.100 of the CIPA, as the case may be;

10. submission of other information on request by the appropriate competent authority under Art.11, Paragraphs 2 and 3 of the CIPA;

11. each subcontractor shall apply the requirements under the contract;

12. the released classified information shall be used only for the purposes of the contract subject-matter;

13. the whole classified information shall be returned to the entity-ordering the contract unless the latter has granted its retention;

14. the established procedures of distraction of classified information materials shall be kept strictly;

15. classified information under the contract shall be submitted to third parties only upon explicit consent of the information source and complying with the requirements of Art.3 of the CIPA.

Art.11 (1) The principle under the contract shall designate a person under Art. 105 of the CIPA to exercise control of compliance with the provisions of the Act and the implementing statutory instruments hereto and to consult the contractor during contract performance.

(2)According to the contract the person under Paragraph 1 shall be provided with a clearance for access to classified information corresponding to the highest level of classification.

(3) Performing his duties under Art. 105 of the CIPA the person under Paragraph 1 shall exercise control on the application of the specific requirements under the contract.

Art.12 (1) The contractor shall designate a person to be responsible for the application of measures on the protection of classified information during the contract performance and to assist the person under Art.11.

(2) According to the contract the person under Paragraph 1 shall be provided with a clearance for access to classified information corresponding to the highest level of classification.

Art.13 The principle of the contract shall specify term of fulfillment of duties under Art.18

Section Three

Signing and Implementing of Contracts

Art.14 A Contract under Art. 95, Paragraph 1 of the CIPA shall be signed only with an applicant that meets the requirements and has created conditions for classified information protection

Art.15 In the event of denial of the identified for contractor applicant to sign the contract, the regulations of Art.7, Paragraph 1 shall be applied.

Section Four

Termination of Contract. Activities after Termination of Contract

Art.16 (1) Excepting the reasons laid down in the contract or in the law the contract shall be terminated automatically also in the following cases:

1. when the competent authority under Art. 95, Paragraph 3 of the CIPA has revoked the issued security certificate of some of the parties under the contract - from the date of revocation;

2. when the contractor concerned does not meet some of the specific requirements for the protection of classified information and has thereby caused unauthorized access to classified information under the contract;

3. when the contractor concerned does not meet some of the specific requirements for the protection of classified information and has not removed the irregularities in time.

(2) In the cases of Paragraph 1, Subparagraph 3 when it is established that the contractor has terminated to comply with some of the specific requirements, the principle shall fix a term for the removal of irregularities unless they did not cause unauthorized access to classified information under the contract.

(3) In the event of non-removal of irregularities in time the principle ordering the contract shall terminate it unilaterally.

(4) In the case of unauthorized access the principle shall immediately advise the competent authority under Art.95, Paragraph 3 of the CIPA.

Art.17  Upon termination of contract the contractor shall have a duty to:

1. return all documents and materials containing classified information received from the principle or generated in the process of negotiations, signing and performance of contract in line with the conditions in Art.10, Paragraph 3, Subparagraph 13;

2. take all necessary actions concerning the closing of registry in the organizational unit unless it does not generate, process or store classified information on some other grounds

FINAL PROVISIONS

Paragraph One. These regulations have been approved on the basis of Art.95, Paragraph 2 of the CIPA.
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