REGULATIONS

ON THE SYSTEM OF MEASURES, WAYS AND MEANS  FOR THE PHYSICAL SECURITY OF CLASSIFIED INFORMATION AND THE TERMS AND PROCEDURES OF THEIR IMPLEMENTATION

Chapter One

GENERAL PROVISIONS

Article 1. (1) These regulations specify the system of measures, ways and means  for the physical security of classified information as well as the terms and procedures for their use.

(2) The system of measures, ways and means includes general and specific measures, evaluation of the threats to, “risk analysis”, the requirements and the standards for the classified information physical security.

Article 2. The system of measures for physical security is a  part of the general classified information protection requirements.

Article 3. (1) The ways for  preventing threats to the physical security are as follows:

1.“risk analysis” – evaluation of threats to the classified information physical security;

2.plan for ensuring of the classified information physical security.

(2) The purpose of the ways under article 1 is the creation of effective methods for countering the threats to the physical security of classified information, using protective measures.

Article 4. The physical security means shall be certified separately for each classified information security level in compliance with the present regulations requirements and shall be specified in a list approved by the State Commission on Information Security (SCIS).

Article 5.The heads of organizational units are responsible for the implementation and adherence to the system of measures, ways and means for the classified information physical security

Article 6.(1) The requirements under these regulations refer to all buildings, premises and equipment, where classified information is generated, processed, stored and delivered.

(2). The heads of organizational units, assisted by the security officers, specify the appropriate system of physical security measures on the grounds of ways under article 3, paragraph 1.

Article 7. The provisions of these regulations shall also be implemented for the foreign classified information, disclosed by another state or an international organization, unless an existing international treaty, to which the Republic of Bulgaria is a party, provides something else.

Chapter Two

TYPES OF MEASURES FOR THE CLASSIFIED INFORMATION PHYSICAL SECURITY

Article 8. (1) Classified information physical security measures are general, specific and special.

(2) The general physical security measures are organizational and find expression in the security areas determination and establishment

(3) The specific measures are technical and physical and they include:

1. determination and establishing of the perimeter, subject to article 15, paragraph 1;

2. security lighting; 

3. intrusion detection system (IDS);

4. physical access control;

5. protection against  eavesdropping carried out with or without applying technical devices ;

6. protection against unauthorized visual observation carried out with or without applying technical devices ;

7. carrying out of visual observation for the protection of classified information physical security with or without applying technical devices at least every two hours;

8. response forces;

9. fire extinguishing and fire alarming systems.

(4) For the physical security of classified information contained in material carriers, which due to their nature and size can not be transmitted (transported) in accordance with the established methods as provided in the Regulations Implementing the Classified Information Protection Act,  specials security measures , clearly defined in chapter six, shall be applied.

(5) Physical security measures have the following purposes:

1. prevention of unauthorized access or attempted access to classified information;

2. prevention, impeding and detection actions which bring in question personnel reliability;

3. aggregation of personnel in compliance with their clearance for access to classified information and in accordance with the “need-to-know” principle;

4. timely detection and action upon physical security violation or attempt at such violation.

Chapter Three

SETTING UP OF SECURITY AREAS

Article 9 (1) In fulfillment of article 74 of the Classified Information Protection Act (CIPA) and in order to prevent  unauthorized classified information access, the heads of organizational units, assisted by the information security officers,  determine by their order the security areas according to the information  classification level and the way of information generation, processing, storage and delivery.

(2) The types of security areas, where classified information is generated, processed, stored or delivered, are Class I Security Area and Class II Security Area.

Article 10 (1) Class I Security Area is an area in which classified information “Confidential” and above is generated, processed, stored or delivered in such a way that entry into the area constitutes direct access to this information

(2) The area under  paragraph 1 meets the following requirements:

1. a clearly defined protected perimeter through which all entry and exit is controlled;

2. a physical access control system which admits only those individuals who are appropriately cleared to the relevant information classification level and in accordance with the “need-to-know” principle;

3. specification of the classification level and the category of information normally stored  and physically accessed in the area.

Article 11 (1) Class II security area is an area in which classified information “Confidential” and above is generated, processed, stored or delivered in such a way that entry into the area does not allow direct access to this information.

(2) The area under  paragraph 1 meets the following requirements:

1. a clearly defined protected perimeter through which all entry and exit is controlled

2. a physical access control system which permits  unescorted access only to those individuals who are appropriately cleared to the relevant information classification level and in accordance with the “need-to-know” principle.

3. provision of escorts for all other individuals in order to prevent unauthorized access to classified information and uncontrolled entry to areas subject to technical security measures.

Article 12 (1) Information with classification level “Top secret” shall be stored at least under one of the following regulation conditions:

(2) For information with classification level ‘Top secret” depending on the storage place the following measures shall be implemented:

1. a container (safe) approved for this classification level  with one of the following supplemental controls:

a) continuous personnel guard;

b) inspection of the container under  paragraph 1 not less than every two hours, carried out by  personnel guard;

c) existence of  approved IDS and response force that will upon an alarm annunciation arrive at the unauthorized access location within the estimated timeframe necessary for breaking open the container (safe);

2. equipment with IDS – in an open area for generation, processing, storage or delivery of classified information with combination of a response force that will upon an alarm annunciation arrive at the unauthorized access location within the estimated timeframe necessary for forced entry into the area

3. equipment with IDS - in a vault with combination of a response force that will upon an alarm annunciation arrive at the unauthorized access location within the estimated timeframe necessary for forced entry into the area

(3) For information with classification level “Secret” one of the security measures  prescribed for the storage of classified information with “Top secret” level under paragraph one, shall be applied, or one of the following measures:

1.storage in a container (safe) approved for this classification level - without any other protective measures;

2. in open storage areas for generation, procession, storage and delivery  of classified information, in which cases one of the following supplementary measures shall be applied:

a)continuous protection of the location that houses the container by the security and protection unit staff (guards) of the organizational unit or by the duty personnel

b)mandatory inspections of the open storage area, carried out on a regular basis by the security and protection staff (guards) or by the duty personnel

c)provision of the open storage area with IDS in combination with a response force which after an alarm annunciation will arrive at the unauthorized access place within the estimated timeframe needed for forced entry

(4) Information with classification level “Confidential” shall be stored applying the same volume of security measures as prescribed for storage of “Top secret” and “Secret” classified information, except for the supplementary protective measures

(5) Information with classification level “For official use only” shall be stored in locked office containers.

Article 13. The open storage area under art.12, paragraph 2, subparagraph 2 shall be constituted in accordance with the following standards:

1. construction – the  walls, floors and ceilings of the open storage area perimeter shall be continuously constructed, attached to each other in order to meet the requirements of article 77, paragraph 1 of the CIPA and all the construction materials shall be certified in compliance with article 77, paragraph 3 of the CIPA

2. doors - shall be made of wood, metal or another solid material and shall be secured with locks approved under the regulations of article 77, paragraph 3 of the CIPA.

3. vents, ducts and similar openings – all vents, ducts and similar openings of size exceeding 620 sq.cm. (and over 15 cm in their  smallest dimension), that go out or pass through the open storage area, shall be protected with bars, expanded metal grills, industrial sound baffles or a detection system.

4. windows:

a)all windows that might afford suitable visual observation of classified information activities within the security areas, shall be darkened (made opaque) or equipped with blinds, drapes or other appropriate coverings;

b)the windows of ground level  or other easily reachable windows (for example roofs, verandas or annexes) shall be connected to IDS and shall be constructed or covered with material that provides protection against forced entry ; the protection provided for the windows does not need to be  stronger than the strength of the adjacent walls.

Article 14. (1) The heads of organizational units, assisted by the information security officers might:

1. establish classified information registries only within class I  or class II security areas in accordance with the following requirements:

a)the registries should be accommodated in separate premises, if possible on middle floors and facing backyards or parts of the building;

b)the registries should be furnished with metal doors and window bars;

c)a screen should be constructed within the premises in order to separate the users’ area from  the working place of the registry officers;

d)the registries should be equipped with  IDS connected to the control point.

2. establish around Class I and Class II security areas an administrative zone that meets the following requirements:

a)a visibly defined perimeter, within which control of individuals and vehicles is possible;

b)an assured checkpoint at the entry and exit of the perimeter under letter ”a”

(2) Only classified information with classification level “For official use only” shall be generated, processed, stored or delivered in the administrative zone under paragraph1, subparagraph 2.

Chapter Four

SPECIFIC MEASURES FOR THE CLASSIFIED INFORMATION PHYSICAL SECURITY

Article 15. (1) The perimeter represents a clearly defined external boundary (fence) of the security areas requiring protection.

(2) Physical barriers shall be constructed along the perimeter; they can be equipped with technical devices impeding unauthorized access, as approved in the list under article 77, paragraph 3 of  the CIPA.

(3) The level of implemented devices for the physical and technical protection of the facility depends on the level and volume of classified information stored within this security area.

Article 16.(1) The security lighting in the security areas should offer a possibility for effective observation by the technical devices security and protection unit.

(2) The requirements which the security lighting should meet, shall be defined in accordance with article 77, paragraph 3 of CIPA.

Article 17.(1) Perimeter intrusion detection systems (PIDS) shall be used to enhance the level of fence security in the security areas.

(2) The alarm verifying systems against intrusion shall alert in case of unauthorized access or an attempt thereof, ensuring the necessary time for reaction of the response force.

(3) The alarm verifying systems against intrusion shall be used in accordance with the site physical security plan.

Article 18. (1) Physical access control shall be exercised over the sites under article 6, paragraph 1.

(2) The control under paragraph 1 shall be carried out through:

1. electronic devices working on their own or in combination with a security and protection unit officer (guard);

2. electro-mechanical devices working in combination with a security and protection unit officer (guard) ;

3. security and protection unit officers (guards).

(3) In all organizational units random  entry and exit searches of luggage and private belongings shall be undertaken in order to deter introduction and removal of classified materials in contradiction with the established procedures.

(4) Searches under paragraph 3 may be established as a condition of entry to a building or a site. In such case a warning notice shall be displayed. 

(5) Searches under article 3 shall be carried out by applying technical devices or visual observation.

Article 19.(1) The security and protection unit officers (guards)  implement the system of  physical security measures for classified information in order to prevent unauthorized access to the security areas.

(2) The activities of the security and protection unit officers shall be set out in an instruction approved by the head of organizational unit.

(3) No person shall be appointed in the security and protection unit (security unit) unless he/she has been properly cleared to the classification level “Confidential” or above, if the specificity of his/her work requires that.

(4) The obligations, duties and frequency of the security and protection unit patrols shall be determined by considering the risk analysis and the existence and kind of any other specific physical security measures.

Article 20 (1) Depending on the physical security plan a response force may be created within the organizational unit.

(2) The response force comprises at least two officers who can be officers of the security and protection units (guards) or other officers of the organizational unit.

(3) The response force impedes and prevents the intruder’s access to the perimeter of the security area until his/her delivery to the competent authorities, without weakening the site protection elsewhere

Article 21.(1) In order to enhance the physical protection and to assist the security and protection unit, a closed circuit TV system for video surveillance shall be installed on the sites; it could be technically independent or connected  to the access control, the IDS alarm or some other specific physical security measures.

(2) The closed circuit TV system for video surveillance  requires setting up of  a control center and represents an element of the whole protection system.

Article 22. (1) Within each organizational unit where functioning and organized in a system technical devices for physical security exist, a control center shall be established for the needs of the security and protection unit.

(2) The control center under paragraph 1 is a specially equipped room within the organizational unit, the purpose of which is to receive, visualize and store information that was obtained as a result of the organized in a system technical measures for physical security implementation, and shall serve as warning, control and guidance for the response force.

Chapter Five

CONTROL OF KEYS AND CIPHER COMBINATION SETTINGS FOR THE PROTECTED CONTAINERS (SAFES)

Article 23 (1) The protected containers (safes) shall be locked by keys, while those which store information with classification level “Top secret”- by cipher combination settings.

(2) The protected containers (safes) shall have two keys, one of which is for permanent work, while the other is spare.

(3) Keys of the protected containers shall not be taken out of the security area within  the organizational unit.

(4) The cipher combination settings of the protected containers (safes) shall be determined by the officer responsible for the particular container (safe).

(5) Together with the spare key of the protected container the officer is obliged to reproduce in writing the combination setting and to deliver it to the unit on duty, respectively to the head of security and protection unit.

(6) The spare keys and cipher combination settings under paragraph 5 shall be used only in case of emergency.

(7) Working and spare security keys shall be stored in separate containers (safes).

(8) The record of each combination setting shall be kept in separate envelopes.

(9) All keys, written combination settings and envelopes shall be provided security protection no less stringent than the classified information to which they give access.

(10) The officer who is responsible for the protected container (safe) must reproduce  the combination setting only from memory.

(11) The written reproduction of cipher combination settings is prohibited, excepting cases under paragraph 5.

Article 24.(1) The right to know the combination settings for the protected containers (safes) have only officers to whom these settings are assigned , their direct superiors and the heads of organizational units, in compliance with the regulations of the CIPA for classified information access.

(2) Cipher combination settings shall be changed:

1. on first being taken into use;

2. whenever a change of person under paragraph 1 occurs;

3. in case of unauthorized access or an attempt thereto;

4. at intervals not exceeding 12 months.

Chapter Six

SPECIAL MEASURES FOR PHYSICAL PROTECTION OF CLASSIFIED INFORMATION CONTAINED IN MATERIAL CARRIERS, WHICH DUE TO THEIR NATURE OR SIZE CAN NOT BE TRANSMITTED (TRANSPORTED) IN ACCORDANCE WITH ESTABLISHED METHODS

Article 25 (1) The present regulations set up special measures for physical protection of classified information contained in material carriers which due to their nature or size, could not be transmitted (transported) in accordance with the established methods, provided by the Regulations for Implementation of the Classified Information Protection Act. 

(2) The special measures under paragraph 1 include:

1. preparation for transmission (transportation)  of the material carrier, containing classified information with classification level “Confidential” and above;

2. putting of material carriers in a container or other solid package in a way, not admitting visual observation of its shape and purpose;

3. sealing of the containers and packages in a reliable way that admits finding of traces of attempts at unauthorized access to the transmitted (transported) material carrier, containing classified information.

Article 26 (1) Prior to the transportation of material that carries classified information, the head of organizational unit-sender works out a plan of its transportation.

(2) The plan under paragraph 1 shall be worked out after “risk analysis” and it includes:

1. determination of characteristics of classified information material carrier;

2. physical protection purposes;

3. notification of the organizational unit-receiver of the classified information material carrier;

4. notification of the competent security office;

5. specifying the kind of transport (railway, motor, water or air) in accordance with material carrier characteristics;

6. designation of a basic and reserve (duplicate) route after previous investigation of possible routes as well as determination of  measures for ensuring of guards and a perimeter not permitting unauthorized access to the classified information material carrier;

7. designation of transportation time;

8. specifying of the particular physical security measures;

9. determination of the authorities responsible for planning and implementing measures under paragraph 8;

10. control over the plan implementation

(3) If possible, the material carriers shall be transported together with the supporting technical documentation (passports, forms, drawings, etc.)

Article 27.(1) The measures under article 25 ensure the physical security of the transmitted (transported) classified information material carrier in each stage of its transmission (transportation) or reloading  from one vehicle to another.

(2) The transmission (transportation) of the classified information material carrier shall be effected along the shortest route and in the fastest way as far as the circumstances allow that.

(3) The route is the road along which the material carrier containing classified information shall be transmitted (transported) .

(4) Depending on the way of its fulfillment the transmission (transportation) shall be carried out:

1. on stages – through handing over of the classified information material carrier between different security and protection units along the route of transmission and transportation;

2. directly - when the material carriers shall be transmitted (transported) from one and the same security and protection unit from the initial till the final point, independently of the change of transportation means.

(5) The security and protection units can also fulfill tasks of two-way (round-way) transmission (transportation).

Article 28. The officers of the security and protection units guarding the classified information material carrier during its transmission (transportation) shall be granted security clearance corresponding to or higher than the classification level of material carrier containing classified information.

Article 29. The heads of organizational units responsible for transmission (transportation) of classified information material carriers subject to the provisions of this chapter, shall adopt an instruction determining the specific activities related to  working out of the plan under article 26.

Chapter Seven

RISK ANALYSIS

Article 30. (1) The method “risk analysis” is a continuous analytical and information process of data gathering, analysis and evaluation  from the point of view of classified information physical protection.

(2) The risk analysis aims at establishing of any kind of threat or damage, resulting from unauthorized access or attempt thereof, terrorist activities or sabotage as well as the influence and  consequences of their manifestation.

Article 31. Risk analysis shall be based  on the following criteria:

1.classified information level

2.classified information volume and the types of its carriers

3.the number of issued personnel clearances and their levels of classification, in accordance with the principle “need-to-know”;

4.way of information storage.

Article 32. The risk analysis process shall include:

1.determination of the site, exposed to risk , subject to article6, paragraph 1

2.specification of the degree of threat and vulnerability of the site in case of unauthorized access to classified information

3.analysis of the existing physical security measures

4.setting up and improvement of the system for physical security measures

5.determination of measures’ value under paragraph 4

6.selection of a variant for physical security implementation

7.description of residual threat and its acceptable appearance 

8.regular inspections, review and reassessment

Chapter Eight

PHYSICAL SECURITY PLAN PREPARATION

Article 33 (1) Implementing article 22, par.1, subparagraph 3 of CIPA and upon carrying out a risk analysis, the information security  officer shall prepare a physical security plan 

(2) The physical security plan considers the characteristics of the site and includes:

1. the physical security purpose;

2. the specific indication of all  parameters of the site that require physical protection

3. the security areas determination

4. indicating the specific physical security measures

5. the authorities responsible for planning and implementation of measures under paragraph 4;

6. regular inspections

7. control of the plan implementation.

(3) The plan under paragraph 1 shall be based on the principle “defence in depth”.

(4) The principle “defense in depth” represents positioning of the protection forces and devices in the security areas and it includes:

1. designation of the protected area and deterrence of unauthorized access thereto;

2. record (detection) of unauthorized or attempted access and alerting the response force of the appropriate organizational unit;

3. delay and restriction of the intruder until he/she is detained by the competent authorities; the reaction time of the response force shall be shorter than the time needed by the intruder for overcoming the physical security measures.

Chapter Nine

PHYSICAL SECURITY AGAINST EAVESDROPPING AND OBSERVATION

Article 34.(1) Class I and Class II security areas, in which information classified “Confidential “ and above is generated, processed, stored or delivered, shall be protected against passive and active eavesdropping and observation by means of physical security and physical access control measures in accordance with the evaluation resulting from “risk analysis” implementation.

(2) The risk analysis shall be carried out by the information security officer jointly with experts in the field of protection against eavesdropping with technical devices.

(3) Passive eavesdropping includes unauthorized access to classified information via insecure communications, direct eavesdropping without special means or interception of electromagnetic emissions of communication and information systems.

(4) Active eavesdropping includes unauthorized access to classified information by wired microphones, radio microphones or some other implanted devices.

Article 35. The protection against passive eavesdropping includes measures for:

1.reduction and isolation of electromagnetic emissions;

2.information encryption;

3.soundproofing of premises in Class I and Class II security areas, where classified information is generated, processed, stored or delivered.

Article 36.(1) The protection against active eavesdropping includes technical or physical security inspections of the construction, furnishing and fittings, office equipment, including office machines (mechanical and electrical), communication devices and so on.

(2) The inspection under paragraph 1 is initial and regular (at least once every six months) and shall be undertaken by certified, authorized and properly trained in physical security personnel and by technical specialists in the field of protection against eavesdropping with technical devices.

Article 37. (1) The physical protection against observation during the light and dark part of the 24-hour period includes construction of physical barrier impeding direct observation with or without technical devices.

(2) The physical barriers can be darkened window panes, blinds, drapes, screens, etc.

Chapter Ten

DESIGNATION OF TECHNICALLY SECURE AREAS

Article 38.(1) Technically secure areas shall be designated in order to ensure physical protection of information classified “Confidential” and above during meetings, conversations, conferences, sittings, etc with classified information being subject-matter thereof.

(2) All measures for physical protection against eavesdropping and observation shall be implemented in the technically secure areas.

(3) Any supplementary security measures could be implemented within the technically secure areas. 

Article 39. The supplementary measures under article 38, paragraph 3 include:

1.physical access control;

2.carrying out of technical and physical inspection for existence of eavesdropping devices;

3.checking the presence of eavesdropping devices in the furnishing and equipment or in parts of them prior to their introduction into the area.

Article 40. The physical access control includes:

1.reliable protection with technical and physical devices against unauthorized access;

2.registration of all persons visiting the security area;

3.record of  type, serial and inventory number of furnishing, equipment or parts of them, situated in the security area or moved into or out of it.

Article 41.(1) The inspections under article 39, paragraph 2 and 3 shall be carried out:

1.upon initial implementation;

2.prior and after meetings, conversations, conferences, sittings, etc, where the subject-matter is information classified “Confidential” and above;

3.in case of unauthorized entry or attempt thereof;

4.regularly, but no less than once every 6 months;

5.following  maintenance and redecoration works.

(2) Minutes shall be kept after each effected inspection. They shall include description of the inspected premises and equipment, appliances being used and the obtained results.

Article 42. (1)  The following activities shall be prohibited within the technically secure areas:

1.installation and use of communication devices; if their installation is unavoidable, a secure wired telephone shall be installed;

2.presence and use of mobile telephones or other electromagnetic devices;

3.installation and use of recording and electro-acoustic devices;

4.use of computer devices which do not meet the requirements for operating with the appropriate classification level and which have connections with equipment and networks outside the technically secure area.

(2)When telephone installation is unavoidable, it shall be provided with a positive disconnect device or shall be physically disconnected when classified discussions are held in the room, in which the telephone is installed.

Article 43. Observation shall be established around the technically secure area and periodical inspections of the presence of eavesdropping and observation devices shall be carried out.

Final Provisions

§1.These regulations are approved on the basis of article 78 of the Classified Information Protection Act (CIPA).

§2. The implementation of these regulations  is assigned to the Chairperson of SCIS, the Minister of Interior, the Heads of Security and Public Order Services, as well as to the heads of organizational units, subject to article 20, paragraph 1 in connection with §1, paragraph 3 of the supplementary provisions of the CIPA.

