REGULATION

ON THE GENERAL BINDING TERMS FOR SECURITY OF AUTOMATED INFORMATION SYSTEMS OR NETWORKS USED FOR CREATION, PROCESSING, STORAGE AND TRANSFER OF CLASSIFIED INFORMATION

Chapter one

GENERAL PROVISIONS

Article 1. (1) This Regulation shall settle the general binding terms for the security of automated information systems (AIS) or networks for creating, processing, storing and transferring classified information (hereinafter “AIS or networks”).

(2) The general binding terms under Paragraph 1 shall include:

1. The authorities for the security of AIS or networks;

2. The terms and procedure for making an overall assessment of security and for issuing certificates for AIS or networks, (hereinafter: “accreditation”);

3. The general binding requirements for the security of AIS or networks shall cover the following:

a) physical security;

b) personal security;

c) documentary security;

d) communication security;

e) cryptographic security;

f) protection against parasitic electromagnetic radiation;

g) computer security.

Chapter two

SECURITY AUTHORITIES FOR AIS OR NETWORKS

Section I

State Commission on Information Security

Article 2. The State Commission for Information Security of (SCIS) shall exercise general control over:

1. The protection of classified information which is stored in, processed by and transferred via, AIS or networks;

2. The accreditation process of AIS or networks.

Section II

Security accreditation authority for AIS or networks

Article 3. (1) The security accreditation authority for AIS or networks (SAA), within the meaning of this Regulation, shall be the Communication Security Directorate (CSD) of the Ministry of Interior.

(2) The security accreditation authority shall:

1. Issue recommendations and instructions on the security of AIS or networks;

2. Recommend a set of standards and devices, which can be used in AIS or networks for protection of classified information;

3. Approve the security documents of AIS or networks; 

4. Make an overall security assessment of AIS or networks;

5. Issue security certificates of AIS or networks;

6. Lay down the terms for additional accreditation of AIS or networks;

7. Coordinate and control the activities for protection of technical devices used for processing, storage and transfer of classified information against parasitic electromagnetic radiation;

8. Keep a record of the certified AIS or networks.

Section III

AIS or network security officer 

Article 4. (1) The head of organizational unit which implements or plans to build AIS or networks for processing classified information shall, upon a proposal by the information security officer, appoint in the administrative security unit an AIS or network security officer or shall delegate functions to already appointed officers in the above mentioned unit according to Article 5.

(2) The AIS or network security officer must be given a security clearance for  access to the highest level of classified information in AIS or networks in the organizational unit.

Article 5. The AIS or network security officer shall:

1. participate in establishing the security policy for AIS or networks in the organizational unit;

2. determine the security requirements for AIS or networks, deriving from the general security policy of the organizational unit;

3. coordinate the establishment of the specific security requirements for AIS or networks, the security procedures and the implementation documents, prepared on the basis of these procedures;

4. supervise the fulfillment of the security requirements for AIS or networks;

5. participate in establishing the circumstances related to compromises of the security of AIS or networks and report the results to the information security officer in the organizational unit, who shall notify SAA.

Section IV

AIS or network Development and Implementation Authority (DIA)

Article 6. (1) The AIS or network Development and Implementation Authority is a sub-unit of the organizational unit which shall:

1. participate in establishing the security policy for AIS or networks in the organizational unit;

2. prepare documents related to AIS or network security;

3. ensure that accreditation requirements for AIS or networks are implemented and request, when necessary,  additional AIS or network accreditation;

4. partake in the identification of security measures and responsibility limits when establishing connections with other AIS or networks;

5. propose the appointment of administrator of AIS or network security and provide for the training of the administrator;

6. organize and conduct training in AIS or network security for DIA officers and AIS or network users;

7. implement the approved AIS or network security measures;

8. inspect security documentation on a regular basis or upon proposals for changes in the technical or programming equipment, the connections with other AIS or networks, the security regime, the level of information classification, or other activities which can affect AIS or network security, and report the results to the AIS or network security officer;

9. participate together with the AIS or network security officer in establishing the circumstances related to compromises of AIS or network security.

(2) An organizational unit may include more than one DIA.

Section V

AIS or network security administrator

Article 7. The functions of AIS or network security administrator shall be delegated by order of the head of the organizational unit and upon a proposal by DIA, which has been approved by the information security officer. 

Article 8. (1) The AIS or network security administrator shall be from DIA. 

(2) When necessary, more than one security administrator may be appointed to be in charge of individual parts of the AIS or network, and one of them shall be the security administrator of the whole AIS or network.

(3) The obligations of the AIS or network security administrator and those of the AIS or network administrator must be clearly delimited;

(4) The AIS or network security administrator must be given a security clearance for access to the highest level of classified information in the AIS or network;

(5) When the automated information network includes several organizational units, each of them shall appoint a security administrator in charge of its part of the network. The security administrator of the whole network shall be appointed by the network provider according to Article 22, Paragraph 1.

Article 9. (1) The AIS or network security administrator shall:

1. participate in establishing and updating the security procedures of the AIS or network;

2. prepare the implementation security documents of the AIS or network;

3. implement the established security procedures for the AIS or network;

4. instruct on a regular basis the service staff and the users in matters related to AIS or network security;

5. provide users with access to the resources of the AIS or network relevant to their vested rights;

6. exercise direct control over the implementation of security measures and procedures with regard to the AIS or network by:

a) supervising the implementation of security measures and procedures in the security zones of the AIS or network;

b) supervising the implementation of security measures and procedures in the process of installing, configuring, maintaining and changing the AIS or network;  

c) supervising the proper functioning of security mechanisms;

d) handling, supervising and analyzing the security-related audit records of the system and, in case of establishing or suspecting a security compromise, reporting to the DIA and the AIS or network security officer;

e) ensuring due booking and the storing of audit records;

7. participate together with the AIS or network security officer and DIA in establishing the circumstances related to compromise of AIS or network security;

8. perform the function of administrator for cryptographic protection of information, if cryptographic methods and means are in use in the AIS or network.

(2) The functions in Paragraph 1 may be allocated to several AIS or network security administrators. 

Section VI

AIS or network users

Article 10. An AIS or network user shall be a person:

1. who has been given security clearance for access to a relevant level of classified information;

2. who has been trained in AIS or network security; 

3. who has been granted permission for access to AIS or network resources.

Article 11. (1) AIS or network users shall perform the obligations envisaged in the implementation security documents of the AIS or network.

(2) Users shall follow the instructions of the AIS or network security administrator related to the security of the system or network.

(3) Users shall notify the AIS or network security administrator about established or suspected security compromises of the AIS or network. 

Chapter three

ACCREDITATION OF AIS OR NETWORKS

Section I

Terms and procedures of accreditation

Article 12. The accreditation procedure shall begin at the stage of system planning. In the process of accreditation DIA in coordination with SAA shall specify the security requirements for the AIS or network that is under development.

Article 13. (1) At the stage of planning an AIS or network the organizational unit (hereinafter: “applicant”) shall file an application with SAA for opening an accreditation procedure.

(2) The application in Paragraph 1 shall be prepared by DIA and submitted for approval to the information security officer. 

(3) The application in Paragraph 1 shall contain the following:

1. General information about the AIS or network, including:

a) type and level of information classification;

b) expected number and type of users and respective system-specific access levels;

c) environment where AIS or network will be implemented;

2. Links with other AIS or networks;

3. The head of DIA and the AIS or network security administrator;

4. The stages and deadlines for constructing the AIS or network.

Article 14. (1) Within 15 working days SAA shall take a decision for opening an accreditation procedure and shall notify the applicant in writing.

(2) The notification under Paragraph 1 shall contain the conditions and stages for accreditation. 

Article 15. In accordance with the stages of accreditation under Article 14, Paragraph 2 the applicant shall present to SAA, prior to the implementation of the AIS or network in view of making an overall assessment thereof, the following:

1. The security documents under Article 29, Paragraph 1;

2. The certificates for implementation of particular security measures;

3. The security certificates for particular devices and sub-systems, if any;

4. The decision for implementation of cryptographic devices, if such are used in the AIS or network;

Article 16. (1) SAA shall make an overall assessment after:

1. examining the presented documents under Article 15;

2. checking the implementation of the envisaged security measures;

3. approving the documents under Article 29, Paragraph 1(2) and (3) on the basis of Article 90, Paragraph 2 of the Classified Information Protection Act (CIPA).

(2) The inspections in Paragraph 1(1) and (2) shall be conducted by a commission headed by an SAA representative and including representatives of SAA and the organizational unit. If necessary, different security experts may be included.

(3) The overall assessment under Paragraph 1 does not have to include the inspections in Paragraph 1(2) for AIS or networks used for creation, processing, storage and transfer only of classified information which is an official secret.

Article 17. In case of identified inconsistencies in the process of inspecting under Article 16, Paragraph 1(1) and (2), SAA shall demand the applicant to fix them.  

Article 18. (1) If the overall assessment is positive, SAA shall issue a security certificate for the AIS or network according to Article 14 (2) of the CIPA (Annex 1).

(2) The certificate in Paragraph 1 may be issued for individual sub-systems of AIS or networks by virtue of this Chapter.

Article 19. The certificate shall contain:

1. Certificate identification;

2. AIS or network identification;

3. Applicant identification;

4. AIS or network provider identification

5. The levels of security classification of the information which will be created, processed, stored and transferred in the AIS or network;

6. Validity period of the certificate, if necessary;

7. Date and place of issuance;

8. The signature of the SAA head or his/her authorized representative and seal.

Article 20. (1) SAA shall prepare a certification report on the results from the assessment in Article 16 and this report shall be an integral part of the certificate. 

(2) The certification report shall contain:

1. a general description of the AIS or network;

2. conclusions on the basis of the overall assessment;

3. inventory of the security documents, presented for the purpose of accreditation;

4. types of changes in the AIS or network, which require additional or new accreditation.

(3) The certification report under Paragraph 2 shall be classified at the highest level of classified information in the AIS or network.

Article 21. (1) In case of necessary implementation of the AIS or network which is important for the state interest before both the accreditation process has been completed and a certificate has been used, SAA may issue a security certificate of the AIS or network for a specified period.

(2) The certificate in Paragraph 1 shall be issued in co-ordination with the State Commission for Information Security. 

(3) The certificate in Paragraph 1 shall contain:

1. The level of classified information, which will be created, processed, stored and transferred in the AIS or network;

2. The binding security measures which must be implemented in the process of implementing the AIS or network within the validity period of the certificate;

3. Conditions for final accreditation of the AIS or network;

4. The validity period of the certificate.

Article 22. (1) When the AIS or network includes more than one organizational unit, they shall enter into agreement about the organizational unit that will be the provider of the AIS or network and the division of responsibilities with regard to the security of the components of the AIS or network. 

(2) The provider under Paragraph 1 shall coordinate the following activities: the construction of the security system of the AIS or network; its complete security accreditation; the implementation of security measures and the supervision of the AIS or network during and after its implementation period;

(3) The agreement under Paragraph 1 shall be enclosed to the application in Article 13 by the AIS or network provider. 

(4) Each organizational unit shall be responsible for the accreditation of the part of the AIS or network that is under it responsibility according to the agreement in Paragraph 1.     

Article 23. (1) SAA shall keep an accreditation file for each accredited AIS or network, including the following: 

1. The correspondence for the basic and additional accreditations;

2. The copies of the certificate and the certification report under Article 20;

3. The reports on the additional accreditations under Article 28;

(2)The security documents shall be kept by the organizational unit.

Article 24. (1) SAA shall keep a register of certified AIS or networks. The register shall include the following information on each certified AIS or network:

1. The certificate data;

2. The reference numbers of the applications under Article 13 and Article 25;

3. The reference numbers of the security documents presented for accreditation and additional accreditations;

4. The reference numbers of the certification report under Article 20 and the additional reports under Article 28;

5. The reference numbers of the documents concerning changes in the specific security requirements and security procedures approved by SAA.

(2) Record data shall be submitted within 15 working days at the written request of SCIS, the National Security Service or the Security, Military Police and Military Counterintelligence Service with the Ministry of Defense for the purpose of implementing their control authority in the area protection of classified information.  

Section II

Terms and procedures of additional accreditation

Article 25. (1) In case of necessary changes in the AIS or network in Article 20, Paragraph 2(4) the respective organizational unit shall file an application with SAA for additional accreditation.

(2) The application under Paragraph 1 shall be prepared by DIA and shall be approved by the information security officer.

(3) The application under Paragraph 1 shall contain:

1. General description of the changes in accordance with Article 20, Paragraph 2(4) which call for additional accreditation;

2. The expected impact of the changes on the security of the AIS or network;

3. The stages and deadlines for introducing the changes.

Article 26. (1) Within 15 working days SAA shall take a decision for opening a procedure for additional accreditation and shall notify the applicant in writing. 

(2) The notification under Paragraph 1 shall contain the conditions and stages for additional accreditation. 

Article 27. In accordance with the stages for additional accreditation the applicant shall submit to SAA, for the purpose of assessing the changes and their impact on the security of the AIS or network, the following:

1. The changes in the specific security requirements and security procedures of the AIS or network;

2. The security certificates of individual devices and sub-systems, related to the changes, if any;

3. The security documents approved by SAA, on request.

Article 28. (1) SAA shall: 

1. approve the changes in the specific security requirements and security procedures;

2. supervise if necessary the implementation of the established security measures;

3. prepare a report on the additional accreditation. 

(2) The report under Paragraph 1(3) shall contain: 

1. General description of changes;

2. Basic conclusions from the security assessment and the supervised implementation of the security measures in the AIS or network;

3. Changes in the conditions for additional accreditation, if any.

Chapter four

SECURITY DOCUMENTS FOR ACCREDITATION

Section I

Types of documents

Article 29. (1) The obligatory security documents necessary for accreditation shall consist of the following: 

1. Risk analysis of AIS or network security;

2. Specific security requirements (SSR) for the AIS or network in the organizational unit;

3. Security procedures adopted on the basis of SSR.

(2) The security documents in Paragraph 1 shall be classified at the same level as the highest level of classified information which is processed in the AIS or network. 

Section II

Risk Analysis

Article 30. The risk analysis of AIS or network security is a process of establishing the threats and vulnerable spots of the AIS or network and the possibility for realization of these threats in the context of particular resources and a particular working environment, as well as a process of assessing the consequences thereof. 

Article 31. The risk analysis shall be aimed at:

1. Identifying adequate security measures;

2. Making efficient combinations of all types of security measures;

3. Making a proper assessment of the residual risk.

Article 32. The risk analysis shall be prepared on a regular basis for the purpose of identifying: 

1. new vulnerable spots and/or threats to the AIS or network;

2. changes in the AIS or network resources and/or level of information classification. 

Article 33. (1) The risk analysis and the approval of adequate counter measures shall require the formation of an expert team within the organizational unit consisting of experts on physical, personal, computer, documentary and cryptographic security as well as experts on protection against parasitic electromagnetic radiation. 

(2) The expert team under Paragraph 1 may include representatives of the system developers. 

(3) In case of complex AIS or networks, automated devices for risk assessment shall be used, if possible.

Article 34. (1) The possible effects from the analysis of each individual risk shall be the following:

1. Elimination of the risk – the aim is to remove completely an actual or potential vulnerability of the AIS or network via full implementation of security measures; 

2. Avoiding the loss of physical and informational resources – the aim is to implement measures for avoiding losses, as much as possible, taking into consideration that certain risks cannot be eliminated due to technological or other reasons;

3. Limiting the loss of physical and informational resources – the aim is to implement security measures which limit the losses to an acceptable level;

4. Accepting the risk of losing physical and informational resources – when the loss is not heavy, when the loss is highly unlikely or when the price for the necessary counter measures is too high.  

(2) The results from the risk analysis shall be compiled in the document in Article 38(2). 

Article 35. As regards mobile or portable information systems, the risk analysis shall include an assessment of the risks related to the environment in which these systems will be used.   

Section III

Specific security requirements

Article 36. (1) Specific security requirements (SSR) shall be established for each AIS or network, in which classified information is created, processed, stored or transferred.

(2) The specific security requirements shall be established during the earliest stage of system planning and shall be specified and developed in the process of elaboration and implementation of the AIS or network project. The scope of specification shall depend on the complexity of the system or network, the security regime of its implementation and the classification level of the processed information. 

(3) In their complete form the SSR shall determine the way for achieving, managing and supervising the security of the AIS or network. 

Article 37. During the different stages of elaboration and implementation of the AIS or network the SSR shall perform different functions: 

1. At the planning stage the SSR shall constitute a schematic description of the global and local security environment, in which the system will be implemented, followed by a gradual specification of the security requirements;

2. At the development or delivery stage the technical aspects of the SSR shall be specified, which is conducive to the proper specification of the system or network; 

3. Prior to the overall assessment the SSR shall reach their final form and serve as a basis for establishing the security procedures; 

4. At the implementation stage the SSR shall delimit the responsibilities of DIA and the remaining staff in the local or global security environment;

5. At the stage of terminating the implementation the SSR shall be used for determining the activities, which have to be carried out in order to preserve the security of information.

Article 38. The SSR in their complete form shall consist of:

1. a detailed description of the AIS or network as regards the type and level of classified information; the groups of users according to the level of access and the manner for interacting with the system; the physical working environment; the functional elements, including structure, interfaces and external links; 

2. a description of the specific threats, the vulnerabilities of the AIS or network, the applied standards of security, the security regime during implementation of the system, the requirements concerning the physical and technical environment;

3. a description of the global, local and electronic security environment of the AIS or network;

4. a detailed description of the security measures concerning:

a) access control, including physical one, and verification of the users’ authenticity;

b) accountability of individual users and possibilities to check the validity of their activities;

c) prevention of potential unauthorized access to information, including cases of repeated use of system objects;

d) preservation of information integrity;

e) guaranteed accessibility of information;

f) the transfer of information;

g) other specific risks;

5. security management, which shall be in effect in the process of implementation of the elaborated security procedures, configuration control, maintenance, drawing up of security documents, training and additional accreditation instances;

6. a description of the security measures in cases of emergency;

7. a description of the security measures in cases of terminating the implementation.

Article 39. In case of necessity of a more detailed elaboration of certain security aspects in Article 1, Paragraph 2 (3)(d) and (3)(g) SAA may demand additional SSR for these aspects.  

Section IV

Security procedures for AIS or networks

Article 40. (1) The security procedures shall constitute a detailed description of the conditions and responsibilities for implementation of the approved security measures of the AIS or network.

(2) The security procedures shall be the security rules in Article 90, Paragraph 3 of the CIPA. 

Article 41. The security procedures shall consist of the following sections: 

1. Security organization;

2. Personal security;

3. Physical security;

4. Documentary security;

5. Computer security;

6. Communication security;

7. Security in providing means for the AIS or network;

8. Activities in critical security situations;

9. Configuration management;

10. Responsibilities and obligations of users.

Chapter five

GENERAL SECURITY REQUIREMENTS FOR AIS OR NETWORKS

Section I

Security of AIS or networks

Article 42. (1) The security of an AIS or network used for creation, processing, storage and transfer of classified information shall include the implementation of a balanced system of security measures in the areas in Article 1, Paragraph 2(3).

(2) The implementation of the system of security measures shall be aimed at ensuring confidentiality, integrity and accessibility of the information which is created, processed, stored or transferred in the AIS or network. 

Section II

Physical security

Article 43. (1) The zones where the AIS or network resources for creation, processing, storage and transfer of classified information, or the those which allow access to such information, are located shall be defined as security zones according to the Regulation under Article 78 of the CIPA. 

(2) The zones in Paragraph 1 shall be protected by measures, methods and means of physical security corresponding to the highest level of classified information as determined in the Regulation under Article 78 of the CIPA, with the aim of preventing unauthorized access. 

Article 44. (1) The security zones in Article 43, Paragraph 1 shall allocate space for: computer and communication equipment; entering and taking documents in and out of the system; AIS or network control center; use of encryption devices and keys; libraries for computer media of classified information etc. 

(2) The areas of critical importance to security in Paragraph 1 shall be subject to additional protective measures such as: 

1. Access control, including by use of technical devices;

2. Surveillance systems;

3. Ensured presence of more than one officer in these areas.

Article 45. The mobile and portable AIS shall be regulated by specific physical security requirements which are not related to a particular global security environment. 

Section III

Personal security

Article 46. (1) The AIS or network users must be given a security clearance for access to the highest level of classified information handled by them in the AIS or network.

(2) The system staff of the AIS or network, as well as the persons participating in the development and construction of the security system of the AIS or network, must have a security clearance for access to the highest level of classified information in the AIS or network. 

Article 47. (1) The system staff and the AIS or network users shall pass training in the AIS or network security.

(2) The training in Paragraph 1 shall be organized and conducted by DIA for the various categories of officers (system administrators, security administrators, development units, technical and service staff). 

(3) After successful completion of the training the persons in Paragraph 1 shall be allowed to work in the AIS or network.

Article 48. (1) The powers of the staff working in the AIS or network shall be defined so as not to allow a single person to have an absolute knowledge and control of the essential security elements of the AIS or network.

(2) A single person may not perform jointly the functions of system administration and other functions related to the implementation and development of the AIS or network.          

Section IV

Documentary security

Article 49. (1) All documents containing classified information, which are created, processed, stored and/or transferred in the AIS or network, shall be identified, marked and controlled in an appropriate manner.

(2) The marking on the documents in Paragraph 1 must always convey unambiguous information about their level of classification, when they are in use. 

(3) The methods for identification, marking and control in Paragraph 1 shall be defined in the security documents of the AIS or network. 

(4) The documents in Paragraph 1 shall not be entered in the registry under Article 51, Paragraph 1 of the Regulations Implementing the CIPA. 

Article 50. The outgoing documents containing classified information from certified AIS or networks shall be treated as follows: 

1. In accordance with the provisions of Article 137 of the Regulations Implementing the CIPA;

2. In the security zones under Article 43, Paragraph 1.

Article 51. Transfer of documents containing classified information from one to another AIS or network shall be made only when the user is an AIS or network which is certified for a level of classified information equal to or higher than the level of classification of the transferred documents. 

Article 52. (1) The media of classified information used in AIS or networks shall be marked and filed in the registry according to Article 51, Paragraph 1 of the Regulations Implementing the CIPA, and shall be stored in a manner corresponding to the security marking on the medium. 

(2) Registeration, marking, control and destruction of rewritable media of classified information shall be performed as provided in Section XII, Chapter Five of the Regulations Implementing the CIPA.     

Article 53. The storage and regular control of the media in Article 52, Paragraph 2 shall be in accordance with the approved security procedures for the AIS or network.     

Article 54. (1) The information and materials providing access to AIS or network resources shall be protected by measures corresponding to those for the highest level of classified information to which they give access. 

(2) The information and materials in Paragraph 1, which are no longer used for providing access to AIS or network resources, shall be destroyed in accordance with the applicable rules in the implementation security documents and in a manner not allowing retrieval of information. 

Article 55. (1) Portable computer devices used for creation, processing and storage of classified information shall be considered as media of such information. 

(2) Transfer of the devices in Paragraph 1 outside the security zones shall occur in accordance with the provisions of the Regulations Implementing the CIPA. 

Section V

Communication and cryptographic security, protection against parasitic electromagnetic radiation

Article 56. (1) The communication security constitutes a set of security measures, implemented in order to protect the classified information against unauthorized access during its transfer in communication systems. 

(2) The system of measures in Paragraph 1 shall include protection via encryption methods and means, protection against radiation and protection of information transfer. 

Article 57. The communication systems for information transfer must provide mechanisms for:

1. reliable and safe identification and authentication of the receiver of information prior to its transfer;

2. guaranteed confidentiality, integrity and accessibility of the transferred information;

3. confirmation of receipt of information.

Article 58. Only encryption devices approved in accordance with the Regulation under Article 85 of the CIPA shall be applied to AIS or networks.   

Article 59. (1) Classified information shall be transferred in communication systems outside the security zones of AIS or networks only when it is protected by means of encryption. 

(2) Information resulting from processing of classified information by approved encryption methods shall not constitute classified information within the meaning of the CIPA. 

Article 60. (1) AIS or networks which create, process, store and/or transfer information classified as CONFIDENTIAL or higher must be secured against parasitic electromagnetic radiation which can lead to unauthorized access to information.   

(2) The measures for protection against electromagnetic radiation shall correspond to the highest level of classified information in the AIS or network.

Section VI

Minimum computer security requirements

Article 61. Computer security constitutes a system of security measures implemented with the aim of ensuring confidentiality, integrity and accessibility of the classified information in the AIS or network. These security measures shall be realized by menas of computer hardware and software and specialized devices.  

Article 62. (1) The minimum computer security requirements for an AIS or network shall include:

1. Unambiguous identification and authentication of the users prior to their activities in the AIS or network;

2. Control of access on the basis of judgement, which means providing access to AIS or network objects on the basis of user identification or their belonging to a user group. Access shall be granted only by authorized users or by the AIS or network security administrator. Control mechanisms must allow division of users the accessibility of information according to the “need-to-know” principle; 

3. Uninterrupted recording of events related to the security of the AIS or network (audit records). Subject to recording shall be all activities concerning access control, including unsuccessful attempts at gaining access, creation and destruction of objects or activities of authorized subjects, which influence the security of the information system;

4. Capacity for examination of audit records and establishment of activities of particular subjects related to AIS or network security. 

5. Processing of AIS or network objects in a manner not allowing disclosure of their previous content or assumption of access rights enjoyed by their previous users by an AIS or network subject when the objects are further transfered to that subject;

6. Protection against harmful software.   

(2) The fulfilment of the minimum security requirements shall be achieved by the use of hardware and software, which must be subject to configuration control and must have protection against unauthorized access. 

Section VII

Security regimes

Article 63. The AIS or networks used for creation, processing, storage and/or transfer of classified information shall be implemented in one or several of the following security regimes: 

1.Restricted;

2.Highest Level;

3.Multiple-Level. 

Article 64. (1) When the AIS or network operates in the “Restricted” security regime: 

1. All users shall possess security clearance for access to the highest level of classified information which is created, processed, stored or transferred in the AIS or network;

2. All users shall be authorized to use the whole classified information.

(2) The computer security of an AIS or network under Paragraph 1 shall be ensured with the minimum requirements for computer security, and the permission for access to the objects shall be granted only by the AIS or network security administrator. 

(3) When an AIS or network operates in the Restricted regime, the whole information created, processed, stored or transferred in the AIS or network, shall be protected with the highest level of classification, except in cases where there is a guaranteed mechanism to identify the level of information classification.    

Article 65. (1) When an AIS or network operates in the Highest Level security regime:

1. All users shall possess security clearance for access to the highest level of classified information which is created, processed, stored or transferred in the AIS or network;

2. The access of users to classified information for which they have permission shall be realized according to the “need-to-know” principle.

(2) The computer security of an AIS or network in Paragraph 1 shall be ensured with the minimum requirements for computer security.

(3) When an AIS or network operates in the Highest Level security regime the whole information which is created, processed, stored or transferred in the AIS or network, shall be protected with the highest classification level except in cases where there is a guaranteed mechanism to identify the level of information classification. 

Article 66. (1) When an AIS or network operates in the Multiple-Level security regime: 

1. Not all users shall be given permission for access to the highest level of classified information;

2. The access of users to classified information for which they have permission shall be realized according to the “need-to-know” principle.

(2) The computer security of an AIS or network in Paragraph 1 shall be ensured with the minimum requirements for computer security and having in place obligatory control of the subjects’ access to AIS or network objects.

(3) The obligatory control in Paragraph 2 must ensure:

1. Appropriation of a security attribute by each subject and object of the AIS or network. Decisions to provide access shall be based on comparison of the subjects’ security attributes with the objects’ security attributes.

2. Exclusive authorization of the AIS or network security administrator to assume and change AIS or network subjects’ security attributes, as envisaged in the security documents of the AIS or network;

3. Authorization of certain users to assume security attributes of incoming objects in case they have not possessed such so far;

4. Capacity to designate the classification level of the outgoing AIS or network object on the basis of its security attribute;

5. Allocation of preliminarily defined values to the security attributes of newly created objects and preservation of the security attributes in the process of copying objects;

6. Protection of the integrity of security attributes. 

Section VIII

Security during implementation and development of certified AIS or networks

Article 67. (1) The implementation and development of a certified AIS or network shall be realized in full conformity with the established security measures and procedures and in accordance with the conditions for its additional accreditation.  

(2) DIA, the security officer and the security administrator of the AIS or network shall control, within their competencies, and assess all changes in the global, local and electronic security environment of the AIS or network and shall jointly propose changes in the security measures and procedures.  

(3) When the changes in Paragraph 2 do not require alteration of SSR, the changes in the security measures and procedures shall be regulated by a document approved by the head of the organizational unit, which shall become a part of the security documents of the AIS or network.  

(4) When the changes in Paragraph 2 demand alteration of SSR, they shall be approved by SAA within 15 working days after submission of the necessary documents. 

(5) When the changes in Paragraph 2 demand additional security accreditation of the AIS or network, a procedure shall be opened in accordance with Chapter Three, Section II.

Article 68. In the process of implementation and development of the AIS or network there shall be:

1. Examination of the software and portable information media for harmful elements prior to their use in the AIS or network; 

2. Backup of the system information and the classified information, and backup copies shall be stored in a manner that does not allow unauthorized access thereto; 

3. Installation of approved elements and configuration of the AIS or network only by authorized officers from the organizational unit or by the provider of the AIS or network, under the supervision of the security administrator;

4. Introduction of new hardware and software or their versions only after assessment and security testing by DIA or after approval by SAA, when there is a necessity of additional accreditation of the AIS or network;

5. Organization and implementation of service maintenance in a manner that does not allow compromise in the AIS or network security;

6. Repair of encryption devices according to the Regulation under Article 85 of the CIPA;

7. Receipt of a second approval for electromagnetic radiation of the technical devices which have undergone repair; 

8. Prevention of the use of information media and hardware and software which constitute personal property.

Article 69. (1) Portable computer devices, containing classified information, may be connected to an AIS or network, only if the latter is certified for the level of information classification, which corresponds to the security marking on the devices.     

(2) The information security officer of the organizational unit shall grant permission for the connection in Paragraph 1. 

(3) Portable computer devices may function in places with implemented physical security measures corresponding to the level of classified information comtained by the devices.  

Section IX

Security of AIS or networks used for creation, processing, storage or transfer of information classified as TOP SECRET 

Article 70. Information classified as TOP SECRET shall be created, processed and stored in:

1. AIS built on the basis of independent computers, which are not interconnected in a network and are protected against parasitic electromagnetic radiation;

2. AIS or networks in security zones, which are protected against parasitic electromagnetic radiation.

Article 71. TOP SECRET classified information shall not be transferred by communication systems outside the zones in Article 70 (2).   

 Article 72. TOP SECRET classified information shall not be processed by portable computer devices.   

Article 73. AIS or networks used for creation, processing, storage or transfer of TOP SECRET information shall operate in the Highest Level security regime. 

Article 74.  AIS or networks storing and processing TOP SECRET information shall not be connected to other AIS and networks. 

Article 75. Encryption methods and means for protection of TOP SECRET information may be used only for protecting stored information with the aim of applying the “need-to-know” principle. 

Article 76. (1) Rewritable media used for storing TOP SECRET information shall be entered in a separate register.     

(2) Rewritable media of TOP SECRET information may not carry information classified at a lower level.  

(3) When the implementation period of rewritable media of TOP SECRET information expires they shall not be declassified but destroyed. 

(4) The damaged computer media of TOP SECRET information shall not be repaired but destroyed in accordance with Article 141 of the Regulations Implementing the CIPA.

Section X

Options for replacement of computer security measures

Article 77. (1) In cases of excessive spending on the implementation of particular computer security measures, they may be replaced by other types of AIS or network security measures. 

(2) The following principles shall apply in the cases in Paragraph 1:

1. The replaced security measure must be fully implemented;

2. The quality and level of the replaced security measure must be preserved. 

ADDITIONAL PROVISION

§ 1. For the purpose of this Regulation:

1. “Automated information system” (AIS) is a set of technical and programming equipment, methods, procedures and staff, organized for the purpose of performing functions for creating, storing, processing, using and exchanging classified information within the limits of the system. The limits of the system shall be determined by DIA. AIS may also be constructed on the basis of one or more independent working stations, which are not connected within a network and lie within the responsibility of DIA. 

2. “Automated information network” (or network) is a set of technical and programming equipment, methods and, if necessary, staff and procedures, organized for the purpose of realizing the exchange of data (information) between two or more AIS or within one AIS.   

3. “Communication system” is a set of interrelated communication equipment, encryption devices and a medium for transmitting signals, which provide a communication resource for the AIS or network.

4. “Threat to the AIS or network” is a potential incidental or deliberate unauthorized access to the classified information, created, processed, stored and transferred in the AIS or network.    

5. “Vulnerability of the AIS or network” is a weak spot in the system of security measures or in the supervision of their implementation, which can lead to or facilitate security compromises in the AIS or network. The vulnerability can be a lapse or can result from ineffective supervision, bad organization and support of the function of the AIS or network, or ineffective physical security. The vulnerability can be related to the technical equipment, programming, technology or procedure.   

6. “Risk for the AIS or network” is the potential realization of a threat in the vulnerable spots of the AIS or network, thus compromising its security to a certain extent. 

7. “AIS or network resources” is the technical and programming equipment with its characteristics, as well as the user information and the system information of the AIS or network.  

8. “AIS or network object” (or object) is a passive element of the AIS or network, which contains or receives information. 

9. “AIS or network subject” (or subject) is an active element of the AIS or network (person, process or device), which realizes information exchange between the objects or alterations in the state of the system or network.   

10. “Security attributes” are the unique characteristics of objects and subjects, used by the security mechanisms in the process of providing access for the subjects to the objects. As regards objects the security attributes show the level of classification and the category of information. As regards subjects the security attributes show the permission for access to classified information and the categories of information, which are accessible in accordance with the “need-to-know” principle. 

11. “Security mechanism” is the implementation of a security measure in the AIS or network by technical and programming equipment. 

12. “Subject identification” is the verification of the identity of a subject by the security mechanisms of the AIS or network.   

13. “Subject authentication” is a process of checking the identity of a subject by means of the security mechanisms of the AIS or network.

14. “Subject authorization” is the vesting of definite rights in the subject for performing definite functions with the resources of the AIS or network.   

15. “Confidentiality of information “ is a characteristic feature of the classified information in the AIS or network, which requires its protection against disclosure by unauthorized subjects. 

16. “Integrity of information” is a characteristic feature of information in the AIS or network, which requires its protection against changes by an unauthorized subject. 

17. “Accessibility of information” is a characteristic feature of information in the AIS or network, which requires the provision of a guaranteed and timely access of authorized subjects to it. 

18. “Compromise of AIS or network security” constitutes a full or partial loss of confidentiality, integrity or accessibility of the information in the AIS or network. 

19. “Audit record” is a record of an event related to the security of the AIS or network.    

20. “Global security environment of the AIS or network” is the environment (surroundings) of the AIS or network with implemented measures for physical, personal and documentary security. The measures lie within the responsibility of the information security officer of the organizational unit and are beyond the control of DIA.

21. “Local security environment of the AIS or network” is the environment (surroundings) of the AIS or network, where DIA implements measures for physical, personal and documentary security. 

22. “Electronic security environment of the AIS or network” is the set of measures in the field of computer security, communication security, cryptographic security and protection against parasitic electromagnetic radiation, which are implemented in the AIS or network itself and lie within the responsibility of DIA. 

23. “System staff” constitutes the officers charged with the responsibility for implementation, development, management and security of the AIS or network.    

TRANSITIONAL AND FINAL PROVISIONS

§ 2. (1) AIS or networks which up to the enforcement of this Regulation have been used for creation, processing, storage and transfer of information shall be considered certified for a period of 18 months. 

(2) Within a month after the enforcement of the Regulation the heads of the organizational units shall notify in writing SAA about the AIS or networks, which will be considered certified according to Paragraph 1.    

(3) An application for accreditation of AIS or networks within the meaning of Paragraph 2 shall be filed no later than 12 months after the enforcement of the Regulation. 

